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MEMORANDUM FOR : Director of Central Intelligence FI'B f/él’d,g

£,
Deputy Director of Central Intelligence 4
Deputy Director for Operations
Deputy Director for Science & Technology
Deputy Director for Administration
Legislative Counsel
Director, National Foreign Assessment

Center

Deputy to the DCI for Collection Tasking

——

FROM : Anthony A. Lapham
General Counsel
SUBJECT : Draft Special Activities Issue Paper for

Special Coordination Committee Consideration
in Connection with Proposed Charter
Legislation

1. Action Requested: It is recommended that you
review the attached materials in anticipation of further SCC
action.

2. Background: By his memorandum of 16 February,
David Aaron assigned responsibility to various agencies for
the preparation of issue papers concerning several of the
remaining charter legislation topics requiring discussion by
the SCC and determination of Administration positions. The
topics and the responsible agencies were Counterintelligence
(Justice/ FBI), Special Activities (CIA), Personnel and
Physical Security Investigations (cIa), and Recruitment of
U.S. Persons, Including Source Investigations (Justice).[ ] 25X1

3. Attached is a copy of the draft of the Special
Activities issue paper we prepared in coordination with
appropriate components of the DDO and furnished to the NSC
last week for further distribution and comment. Justice and
the FBI are still developing the counterintelligence paper.
As you will note from the covering memorandum to David
Aaron, we have asked for an explanation of the term "physical
and personnel security investigations" before determining
whether this Agency is best suited to discuss that topic,
and have suggested that this Agency, not Justice, should
draft the paper concerning recruitment and potential source

investigations. 25X1
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4. As the development and exchange of these ‘topical
issue papers continue, we shall be in contact with appro-
priate Agency components to solicit views as to the papers
themselves, and assistance in preparing Agency positions
with regard to the issues to be deliberated at meetings of
the SCC.

5. Recommendation: It is recommended you review the
attached draft issue paper concerning special activities.

Anthony A. Lapham
Attachment
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THE WHITE HOUSE NSC-1030 )
WASHINGTON AL
CONFIDENTIAL February 16, 1979 ébféa{ .
MEMORANDUM FOR: THE VICE PRESIDENT

THE SECRETRAY OF STATE

THE SECRETARY OF DEFENSE

THE ATTORNEY GENERAL

THE DIRECTOR, OFFICE MANAGEMENT
AND BUDGET

CHAIRMAN, JOINT CHIEFS OF STAFF

DIRECTOR OF CENTRAL INTELLIGENCE

SUBJECT: Intelligence Charters . 25X1

e

Now that the SCC has completed consideration of positive

foreign ‘intelligence collection involving U.S. persons, it

will begin consideration of the remaining restrictions

issues. In preparation for these deliberations, outlines of

proposed charter provisions for SCC consideration should be
25X1 prepared as follows: :

1. Counterintelligence by Justice/FBI

/2. Covert Action by CIA

3. Personnel and physical security investigations by
CIA
4. Recruitment of U.S. persons, including source
investigations by Justice E::] 25X1
25X1

The outlines should follow the general model of the one
prepared by Justice on positive foreign intelligence and
should be submitted to the NSC no later than February 26.

_&%Mw_\@\

Zbigniew Brzezinski

CONFIDENTIAL
Review on February 15, 1983
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OGC 79-02114
2 March 1979

David Aaron
Deputy Assistant to the President
for National Security Affairs

MEMORANDUM FOR

FROM : Anthony A. Lapham
General Counsel
SUBJECT : Intelligence Charters - Draft Issue

Paper Concerning Special Activities, and
Foreign Intelligence Collection and
Counterintelligence Activities

Enclosed, in response to your memorandum of 16 Feb-
ruary, is a draft paper for SCC consideration that addresses
the central issues, as we see them, concerning the review
and approval of special activities. Because the Senate
draft legislation raises many of the same issues with regard
to approval and review of foreign intelligence collection
and counterintelligence activities, there has been included
the basic guestion of whether similar controls should be
applied in those areas. If that question is answered in the
affirmative, the same range of issues raised with regard to
special activities will likewise have to be c¢onfronted with
regard to collection and counterintelligence activities. It
is recommended this paper be distributed to various depart-
ments and agencies involved in this process to determine
whether it fairly presents the issues that should be ad-
dressed, and that an SCC meeting be scheduled shortly there-

after to seek resolution.

Your memorandum also assigned responsibility to the
Department of Justice for preparing a similar paper regard-
ing "Recruitment of U.S. persons, including source investiga-
tions ...," and to CIA regarding "Personnel and physical
security investigations ...." As to the former topic, both
we and Justice believe that this Agency is best suited to
prepare at least the basic draft of such a paper, and we
shall begin to do so with your approval. As to the latter
topic, there is some uncertainty as to what subject area is
to be covered and thus which agency should be responsible
for preparing the issue paper. Further clarification would
be helpful in this regard.
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In another regard, your memorandum implies that only
the four areas it identifies continue to present issues that.
will require resolution by the SCC. Unless it will be the
Administration position that these areas, plus collection of
foreign intelligence that concerns U.S. persons and assassina-
tions and human experimentation, should be the only areas
within the coverage of the charter, there appear to be other
issues requiring SCC attention, as for example issues respect-
ing retention and dissemination, relations with persons
engaged in particular professions and activities (clergy, '
newsmen, exchange programs, etc.), organizational cover,
and distribution of information abroad. Clarification
on this point also would be useful.

HX1

Anthony A. Lapham

Enclosure

OLC/|
C/P(Q .
0OGC/
OGC/ -
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SPECIAL ACTIVITIES
INTELLIGENCE -CHARTER ISSUES PAPER
FOR THE SPECIAL COORDINATION COMMITTEE

-~

I. Background: This paper presents the range of basic
issues that require resolution in order to develop an Admin-
istration position concerning appropriate intelligence
charter legislation authorities and controls for the approval
and conduct of special activities in support of the foreign
policy objectives of the United States. It is based upon a
presumption that some form of existing conditions for the
conduct of special activities - SCC review, Presidential
approval, reporting to Congress - will continue to be
acceptable in a statutory context. If any part of this
presumption is questioned the nature of the issues framed in
this paper will be changed. Because of the similarity of -
the issues involved, the question of the appropriate review
and approval process to be required for foreign intelligence
collection operations and counterintelligence activities has
been included in this paper.

The issues relate to whether:

a. Repeal of the Hughes-Ryan Amendment should be
sought.

b. All special activities should be treated in a
similar manner.

c. There should be a higher or lower standard for
Presidential approval of special activities.

d. Presidential approvals should be fequired to be
in writing.

e. There should be a requirement for timely,
prior, or other reporting to Congress.

f. There should be a required annual review and
reaffirmation of ongoing special activities.

g. Membership and attendance requirements for the
NSC committees reviewing special activities should be
specified.

h. A review and approval process similar to that
applied to special activities should be required also
for selected foreign intelligence collection operations
and counterintelligence activities.

i. There should be specific prohibitions of assas-
sination and particular types of special activities.

Approved For Release 2007/05/11 : CIA-RDP86-00101R000100020011-0
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II. Current Practice: The Foreign Assistance Act of 1961,
as amended in 1974 by the Hughes-Ryan Amendment (22 U.S.C.
2422), provides that no funds may be expended by or on )
behalf of CIA for any special activity (euphemistically
described in the statute as "operations in foreign countries,
other than activities intended solely for obtaining necessary
1ntelllgence") except pursuant to a finding by the President
that it is "important to the national security" and unless
reported "in a timely fashion" to the "appropriate committees”
{now seven, earlier eight) of the Congress.

The Hughes-Ryan Amendment has been construed to require
specific Presidential findings with respect to special
activities that are of major scope or involve particular
foreign countries, but to permit general findings with
respect to special activities that are of a more routine
nature and are conducted on a world-wide basis. These
specific and general findings are subject to consideration
by the SCC, which forwards them, along with its recommenda-
tions, to the President in accordance with Executive Order
12036. Under current practice, approved findings are signed
by the President and notice is then given, prior to implementa-
tion of the activities, to the Senate Foreign Relations, T
Appropriations, Armed Services, and Intelligence committees,
and to the House Foreign Affairs, Appropriations, and Intelli-
gence committees. The House Armed Sexvices Committee deter-
mined in late 1978 it no longer desired to be notified of
these findings. If requested, the committees may be briefed
in further detail on the activity.

Executive Order 12036 specifies the membership of the
SCC for this purpose and requires attendance by the desig-
nated members except in unusual circumstances. The order
also requires an annual SCC review of all ongoing special
activities and a report to the SCC.

The order similarly assigns responsibilities to the SCC
for review of proposals for sensitive foreign intelligence
collection operations reported to the SCC chairman by the
DCI and determined by the chairman, under Presidential
standards, to require SCC review and approval. The SCC
membership and attendance in this regard, and a requirement
for annual review of ongoing operations, also are specified
in the order. The SCC, under similar membership and atten-
dance requirements, is responsible for approving counter-
intelligence activities, again under standards established
by the President, but no annual review of these activities
is required. Standards to implement these provisions of
the order have yet to be adopted.

2
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ITII. TIssue — Repeal of the Hughes-~Ryan Amendment:

Because it is likely the other requircments of the

Hughes-Ryan Amendment would be more or less duplicated in y G
any charter, repeal of this statute would be intended prim- j ifafiiiﬁ
arily to reduce tO#thgagﬂgviggglliggncﬁwggmmitteeS.the , é&&/Lﬁ’ -
number OF committees notified of such findings. This step el -
would implement one of the recommendations of the Church éﬁgﬁ?ij 2
Committee and would lessen the burdens and security problems &Luudzkﬁ4ﬁ
associated with the current reporting requirement. . /?

The SSCI draft charter legislation circulated for
executive branch comment contained a provision repealing the
Hughes-Ryan Amendment as late as January 1978. This pro-
vision was deleted; however, when the bill was introduced
as S.2525 in February. The deletion of this repealer is
symptomatic of a congressional reluctance to resolve the
competing jurisdictional claims of the various committees
receiving these reports, and Administration insistence on
this point may force the issue.

The other committees may insist on retaining their
rights to receive these reports, however, or it may be that
the SSCI and HPSCI will demand a quid pro quo, for example,
a higher approval standard QRJQ_E£19£~£EEQEt1n3,EEQQEEEWenEA
for pressing for repeal of Hughes-Ryan.

IV. Issue — Differentiation Among Special Activities:

Currently, a general Presidential finding is deemed to
encompass all actions of a "routine" nature within the
category of activities approved by the finding. If actions
of a "nonroutine" nature are contemplated or become necessary,
a separate process of Presidential finding and congressiongl ,
reporting is required. é{ U%%&M
L

™

L

e

. rﬁéil’éptivigigﬁ—pgﬁ’nintended solely for obtaining ,{LV A
Q&nte Jjence, ™ _no matter how mundane and noncontroversial,- /
now must bé subjected to the same rigorous approval and /
reporting process. The Senate proposals to date have re-

tained a requirement for similar approvals of all special
activities. It may be possible and desirable, however, to

seek to establish the routine/nonroutine distinction in the

law and require that only nonroutine actions need be subject

to SCC review, Presidential approval based upon a specific
standard, and reporting to the Congress. Routine actions

could be required to be approved only at the interdepartmental
level, as was the case to a large extent from 1974 until

1977, or even, if necessary at the SCC level. The statute

might require guidelines, approved by the President, to

govern the determinations as to what is routine and what is
nonroutine and thus requires higher approvals and reporting.
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Such a dual approval system would alleviate much g¢f the
burden, delay, and undue complexity which may inhibit the
performance of such "routine" special activities. i

Of course, such a proposal may be seen as a device to
avoid proper review, approval, and accountability and to
return to more free-wheeling practices. These fears may be
alleviated by requiring the Presidentially-approved guide-
lines be provided to the SSCI and HPSCI and emphasizing
control through effective oversight.

IV. Issue - Approval Standard:

The Hughes-Ryan Amendment currently requires that
special activities be approved by the President on the basis
of a finding that such actions are "important to the national
security."” .

S.2525 would have required a four part Presidential
finding for approval of special activities - (1) "essential"
to U.S. national defense or foreign policy, (2) benefits
outweigh risks of disclosure, (3) overt and less sensitive
alternatives would not likely achieve the objectives, (4)
circumstances require use of extraordinary means. In its
most recent submissions, however, the SSCI has proposed a
standard for special activities attributed to Secretary
Vance in testimony to the Church Committee on 5 December HLEGM%
1975 - (1) overt measures will not suffice (but not all ¢
overt measures must be attempted before resorting to special ’

activities), (2) consistency with declared American policies,
(3) vital or essential to the national interest (judged,
perhaps, in the context of larger, long-term policy rather

than in terms of each particular project). In actuality,
Secretary Vance's prepared statement on that date stated
only that such activities should be "very rare" and engaged
in only when they are "absolutely essential" to the national
security and that there should be specific approval and
reporting procedures. Further, in the question and answer
period that followed Mr. Vance agreed with Senator Hart that
one of the criteria for approvals could be whether it is
believed "a majority of the American people would favor that
operation if they were given all the facts." See, Senate
Select Comm. to Study Governmental Operations with Respect
to Intelligence Activities, Intelligence Activities, S. Res.
21, Covert Action, 94th Cong., lst Sess., Vol. 7 at 54, 88
(Dec. 4, 5, 1975).

4
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The use of a high standard is, of course, intended to
deter excessive or unnecessary resort to special activities.
The "important" standard used in the Hughes-Ryan Amendment
has served this purpose to some extent although the national .
and international moods have also been factors in a lessened
U.S. use of such activities. The basic choices in this
regard are to retain the current "important" standard, to
accept a higher standard such as "essential” or "vital" that
would make it more difficult to approve these activities, to
propose a lower standard such as "necessary," or to advocate
the position there should be no standard in statute. If it
is agreed that some basic standard is acceptable, it must be
determined what, if any, additional conditions - such as
inadequacy of overt means, consistency with announced U.S.
foreign policy or public opinion, benefits outweighing
risks -should be part of the decision to undertake any such
activity.

V. Issue - Written Findings:

The Hughes-Ryan Amendment requires a Presidential
finding but does not specify any particular form for such
findings. Since 1974 when the Amendment became law, however,
all Presidential findings relating to special activities
have been in writing. The Senate bill would have regquired
written Presidential findings for each approved special
activity.

As a general principle, a requirement for written
findings may be opposed on the ground that it is unnecessary
and Congress should not be allowed to specify the form of
any Presidential decision. However, the requirement for a
written finding is premised on a desire for specific account-
ability and to avoid a return to "plausible denial" for
these activities. Written findings also best ensure clear
guidance and authority for those responsible for implement-
ing the findings.

VI. Issue -~ Notice to Congress:

Hughes-Ryan requires notice to Congress "in a timely
fashion" of special activities that have been approved by
the President. Currently, while that phrase has not been
construed to require reporting "prior" to implementation,
there are understandings with each of the seven committees
now notified that they will be advised in general terms
immediately after a finding and before initiation of the
activity. The Senate bill would have required prior notice
of the facts and circumstances of any approved special
activity, except in extraordinary circumstances where notice
within 48 hours after implementation would be allowed. The
Senate bill also included a disclaimer to the effect that
this notice requirement did not imply a need for congress-
ional approval.

5
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Despite the disclaimer, mandated prior notice may
facilitate the development of an undesirable degree of
congressional control of and interference with these activ-
ities. Providing prior notice to date, however, has not had -
such adverse consequences. A prior reporting requirement
may be the requisite "trade-off" for SSCI and HPSCI support
of repeal of the Hughes-Ryan Amendment and reducing the
reporting obligation to only those two committees, a much
more important element in the process.

VII. Issue — Annual Reviews:

Currently, under Executive Order 12036, the SCC is
responsible for performing an annual review of ongoing
special activities and preparing a report for the National
Security Council. The Senate bill would have required, at
least annually, an NSC review and a reaffirmation by the
President of the original finding underlying each ongoing
special activity in order for it to continue.

Again it may be concluded that such a requirement is
not an appropriate detail for enshrinement in statute. How-
ever, its purpose is, of course, to force periodic reassess-
ment and termination of activities which may continue of
their own momentum and yet have outlived their usefulness.

VIII. Issue - SCC Membership and Attendance:

Executive Order 12036 prescribes the membership of the
SCC for purposes of considering proposed special activities
and making recommendations to the President, and provides
that the members must attend except in unusual circumstances
when they are unavailable and their designated representa-
tives may attend in their stead. The Senate bill would
essentially have duplicated these provisions.

The obvious purpose of these reguirements is to ensure,
insofar as this is possible, serious, high level considera-
tion of proposed special activities, as well as the heightened
control and accountability that may be presumed to result from
mandatory attendance by specified officials. ., These detailed
specifications of executive branch affairs may be objection-
able, however, on the basis of undue congressional intrusion,
loss of future flexibility, and unwarranted assumptions of
executive irresponsibility.

An alternative to prescribed membership and attendance
requirements or no such requirements, may be acceptance of

a statutory requirement that the President provide for these
matters in an executive order.

6
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IX. Issue - Similar Standards for Approval of Selected
Foreign Intelligence and Counterintelligence Activities:

The entire range of issues raised with regard to review,
approval, and reporting of special activities, may be raised
also in connection with certain types of foreign intelli-
gence collection operations and counterintelligence activities
deemed to be of greater concern and potential risk than
other such activities.

Currently, Executive Order 12036 requires, under stand-
ards established by the President, "sensitive" foreign
intelligence collection activities be referred to the chair-
man of the SCC by the DCI for "appropriate" review and
approval, and that the SCC annually review ongoing activities
of this nature and report to the NSC. Similarly, although
no annual SCC review is required, the order provides an SCC
responsibility to review counterintelligence activities
requiring SCC approval under standards established by the
President. No standards have as yet been adopted to govern .
either approval process.

The Senate bill would have required Presidential criteria
for identifying important, sensitive foreign intelligence
collection operations and counterintelligence activities
requiring either NSC or Presidential review and approval.
These reviews would include consideration of stated factors,
meetings with prescribed attendance, written findings by the
President as to foreign intelligence collection activities
(including that the information sought is "essential"),
prior notice to the SSCI and HPSCI, and annual NSC or Pres-
idential reviews and rcaffirmations.

" Applying the same, or even more, elaborate procedures
to these activities as are now applied to special activities
does not seem warranted on public policy, substantive, or
pragmatic grounds. The purpose is, of course, to ensure the
same degree of high-level control, accountability, and
careful consideration as is applied to special activities.
An acceptable middle ground between no statutory controls
and elaborate controls may be found in adoption of the
executive order approach which retains Presidential flex-
ibility to determine which foreign intelligence or counter-
intelligence activities, if any, require SCC, NSC, or Pres-
idential review and approval, and what form that review and
approval should assume.
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¥. TIssue - Prohibition of Assassination and Particular
Types of Special Activities: -

a. Assassination. The Senate bill would have amended -
the U.S. criminal code to provide a maximum of life imprison-
ment for any person in the U.S. or any U.S. Government
employee abroad who conspired or attempted to assassinate
any foreign official abroad. Executive Order 12036 bars
assassination activities on the part of U.S. Government
employees but provides no penalties.

Since, historically, it has been U.S. intelligence
employees that have been involved in such assassination-
related activities as have occurred, it may be argued that
such a.bar is appropriate in the intelligence charter legisla-
tion. On the other hand, it may be opposed as part of that
legislation on the ground that, even though not limited to -
intelligence employees, including such a bar and criminal
penalties in the charter unnecessarily memorializes the past
and stigmatizes the intelligence community. Further, the
review, approval, and oversight mechanisms created by the
bill will be sufficient to prevent such activities.

Several alternatives would be to (1) include a detailed
criminal provision in the charter as an amendment to the
criminal code, (2) oppose such a provision in the charter
but support it as a separate initiative to amend the criminal
code, (3) support a simple bar as in the executive order
with no criminal penalty, leaving such a penalty to a sep-
arate initiative, (4) oppose any bar.

b. Certain Special Activities. The Senate bill would
have barred explicitly initiating any special activity
intended or likely, to result in (1) support of international
terrorism, (2) mass destruction of property, (3) creation of
food or water shortages, floods or epidemics, (4) use of
chemical biological, or other weapons banned by treaty, (5)
violent overthrow of democratic governments, (6) torture, or
(7) support of any violation of human rights by foreign
police, security, or intelligence services.

This type of prohibition is supported by the argument
that certain types of activities are inherently abhorrent,
unacceptable, and unnecessary as a means to accomplish U.S.
foreign policy objectives and should be foresworn by law.
Opposition to such a provision is based on the implication
that what is not specified is allowable and the definitional
problems raised (e.g., nonviolent overthrow of democratic
governments would be favored and it is not always clear what
is a "democratic government”), and the sufficiency of the
elaborate executive-legislative oversight mechanism created
by the charter.

8
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8 March 1979

MEMORANDUM FOR : Director of Central Intelligence
Deputy Director of Central Intelligence
Deputy Director for Operations
Deputy Director for Science & Technology
Deputy Director for Administration
Legislative Counsel
Director, National Foreign Assessment

Center

Deputy to the DCI for Collection Tasking

FROM : Anthony A. Lapham
General Counsel
SUBJECT : Modifications of SCC Issue Paper Con-

cerning Special Activities

1. Action Requested: It is requested that the attached
pages be inserted, as explained below, _ into the draft SCC
Issue Paper concerning special activities that you received
from me under cover of a memorandum dated 6 March 1979 (OGC
79-02171). ‘

2. Background: The attached pages represent a sub-
stitute page 1 and a new page 8 to be added to the SCC Issue
Paper. The effect is to add and describe a new issue iden-
tified as "i." on the first page, i.e., whether the charter
legislation should contain specific prohibitions on assas-
sinations and certain types of special activities. These
modifications have been made at the request of the National
Security Council Staff in the interests of completeness,
despite our understanding that the SCC Task Force chaired by
David Aaron had decided at its initial meeting in December
1978 in favor of a simple bar on assassination and against
any prohibition on particular types of special activities.

3. Recommendation: The attached page 1 should be gf;xi//
substituted for the existing page 1, and the attached page 8 7S Aa.
should be added as the last page, of the SCC Issue Paper on
special activities. STAT

ATTTIIONyY &. Lapranm- T

Attachments
/
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22 March 1979

MEMORANDUM FOR

Director of Central Intelligence

VIA : Deputy Director of Central Intelligence

FROM : Anthony A. Lapham )
General Counsel

SUBJECT : Special Coordination Committee Meeting

Scheduled for 26 March Concerning Charter
Legislation Treatment of Special Activities

1. Action Requested: It is requested you review and
consider this memorandum and the views of other Agency
components that may wish to comment, and adopt the recom-
mended positions when the SCC meets to arrive at an Admin-
istration position as to charter provisions dealing with
special activities. (See Tab A.)

2. Background: By my memoranda to you of 6 and 8
March 1979 (attached as Tab B), I provided you with mate-
rials relating to an SCC issue paper concerning special
activities and suggested they be reviewed in anticipation of
further SCC action. The issues described in that paper (part
of Tab A) will be the subject of SCC deliberation on 26
March. This memorandum explains the issues to be discussed
and makes recommendations concerning the positions to be
advocated. The issues and recommendations, all in the con-
text of special activities, are:

a. Repeal of the Hughes-Ryan Amendment - support
repeal and reporting to only the two intelligence com-
mittees.

b. Scope of Presidential requirement - support
limited scope that would allow lesser approvals for
"routine" special activities.

c. Standards for Presidential approval - support

continued use of a standard of "important" to national
security with no additional conditions.

DECLASSIFIED WHEN SEPARATED
FROM ATTACHMENTS.

CONFIBENTIAL
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d. Written Presidential approval - support written
approval.

e. Reporting to Congress - support continued use
of a "timely" reporting requirement.

f. Annual review and reapproval - support an
annual SCC review.

g. Membership and attendance at SCC reviews -
oppose membership and attendance requirements.

h., Treatment of sensitive collection and counter-—
intelligence activities - support continued authority
in the President to determine which of these activities
should be reviewed and in what manner.

i. Specific bars on assassination and certain
other types of special activities -~ support a bar on
assassination but oppose bars on particular types of
special activities.

3. Adoption of these recommendations would result in
essentially the following approval process for these activ-
ities. The initiation of any special activity of a signif-
icant nature would require a written finding by the Pres-
ident, based upon SCC review and recommendation, that the
proposed special activity is "important to the national
security." Approved special activities would be required to
be reported to the two intelligence committees "in a timely
manner." More routine special activities could be approved
by the DCI, or the SCC, in accordance with standards and
guidelines established by the President. The membership and
attendance requirements for SCC meetings to review and make
recommendations as to, or to approve special activities, as
well as the overall requirements for SCC review and approval
of foreign intelligence collection and counterintelligence
activities, and the performance of required annual SCC
reviews of these various types of activities, would also be
matters for resolution by standards and guidelines estab-
lished by the President. These guidelines would be avail-
able to the two intelligence committees. No special activity
could be initiated that involved any assassination attempt,
but no other specific types of special activities would be
barred by statute.

4., Repeal of Hughes—Ryan. As you know, the Hughes-
Ryan Amendment requires reporting special activities to
seven, formerly eight, committees of the Congress. Repeal-
ing that requirement and substituting a requirement for
reports to the two intelligence committees would do much to
restore a sense of security to the planning, approval and
implementation of special activities. This proposal is

GONFIDERTIAL
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likely, of course, assuming in the first instance the intelli-
gence committees are willing to support it, to involve a

long and difficult struggle between the various committees
with competing views of the scope of their jurisdiction. It
may be unrealistic, in any event, to even attempt to exclude
the two appropriations committees from this process. How-
ever, all the substantive arguments for security, efficiency,
and even oversight in its pure sense, as well as one of the
Church Committee recommendations, support such a proposal

and the benefits to be gained justify the difficulty entailed.
Recommendation: It is recommended you support repeal of the
Hughes-Ryan Amendment and the substitution of a requirement
to report special activities only to the two intelligence
committees.

5. Scope of Presidential Review Requirement. Current
law and practice do not differentiate between "routine" and
"nonroutine" special activities - all special activities
must be authorized by Presidential findings. There is no
legal reason, however, although there could be serious
drafting problems, why the law could not be written to
require Presidential approval and congressional reporting of
only special activities that are "nonroutine" in the sense
that their implementation would entail a substantial commit-
ment of resouces, funds, equipment, or personnel, or would
be likely to result in some significant development abroad.
Other, less ambitious, special activities that could be
categorized as "routine" might be subject only to entity
head or SCC approval. This is likely to be a subject of
some controversy since such a two-tiered approval system
will be viewed by some as another step backward in terms of
controlling the intelligence entities. If necessary to meet
these objections, Presidential guidelines could be required
to be established to assist in identifying the different
categories of special activities and the approval procedures
to be followed for each type. Also if necessary to alleviate
fears of eluding oversight of special activities, such
guidelines could be required to be provided to the intelli-
gence committees. Recommendation: It is recommended you
support Presidential approval of only "nonroutine" forms of.
special activities coupled with entity head approval of
"routine" special activities. If necessary, this position
may be supplemented by adding SCC review of "routine" activ-
ities, Presidential guidelines to govern the drawing of
these distinctions, and provision of these guidelines to the
intelligence committees.

6. Standards for Presidential Approval. The Hughes-
Ryan requirement that the President find that proposed
special activities meet a standard of "important to the
national security" has not proven in and of itself to be a

3
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deterrent to special activities that can be reasonably
justified in terms of furthering U.S. foreign policy goals .
abroad. However, the SSCI would, at least linguistically,
raise this standard to "vital" or "essential," and add to it
the further conditions that overt means of achieving the

same goal be found insufficient and that special activities
be consistent with declared U.S. policies. (See page 4 of
the SSCI position paper attached as Tab C.) Even assuming
that these requirements are diluted somewhat by the inclu-
sion in legislative history of the SSCI's explanatory state-
ments to the effect that not all overt means must be examined
before resorting to special activities, and that particular
special activities that may not meet the "vital" or "essential"
standard may be justified in "light of larger, long-term
policy frameworks," there is no question but that the net
effect of this proposed standard would be a raising of the.
threshold for approval to a level that could be expected to
inhibit the ability of the U.S. to pursue any but the most
‘significant forms of special activity. The idea of justifying
special activities that cannot be termed "essential" on the
ground that they meet some perceived long-range goal instead,
when the law requires meeting an "essential" standard, is
ill-considered. This would be less of a problem, although a
problem nonetheless, if it is determined that only '"non-
routine" special activities should be subject to Presidential
approval and thus to this high standard. The alternatives

of including no standard or a lower standard such as "neces-
sary" in statute are likely to be politically untenable, and
would generate a largely meaningless debate since the current
"important" standard has not been a real burden. Recommenda-
tion: It is recommended you support maintenance of the
current standard of "important to the national security."

7. As for the notion of adding further conditions,
such as consideration of overt means and consistency with
public U.S. policies, this would appear to serve only to
encumber the process further. It is theoretically true that
such limitations could reduce the number of instances in
which special activities might be conducted where overt
efforts would suffice. However, given the inherent limita-
tions of special activities in terms of both security and
resource commitments, as well as the elaborate approval
gauntlet required to be run, these instances will likely be
rare. A requirement of consistency with publicly declared
U.S. policies would be more troublesome since candor is not
always the essence of diplomacy and situations will almost
certainly occur in which stated or implied U.S. policy
differs somewhat from actual but undeclared U.S. policy
respecting the same matter. Recommendation: It is recom-
mended you oppose further conditions on the Presidential
authority to approve special activities.

4
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8. Written Presidential Approval. There is currently
no specific requirement that the Presidential approval of
special activities be written but written approvals have
developed as the norm because of the practical need for some
record as to just what it is that has been proposed and
authorized. Even with a system of written approvals, how-
ever, it has not always been clear whether a particular
element of an activity was authorized by a finding or
required a separate finding. A system allowing oral approvals
would result in even more difficult problems not only in
terms of accountability and oversight, but also in implementa-
tion of the special activities themselves. Agency officials
charged with carrying out these activities could be left
with insufficient guidance as to the nature and scope of the
authority upon which they will be forced to rely by the law.
Recommendation: It is recommended you support a reguirement
for written findings by the President. ’

9. Reporting to Congress. While current practice is
to notify the "appropriate" congressional committees of a
Presidential finding in general terms immediately after the
finding is issued, and before the special activity autho-
rized is actually initiated, the Hughes-Ryan Amendment
requires only "timely" notice. The "timely" notice reguire-
ment is a comfortable one because it allows some discretion
to be exercised by both parties and it does not imply any
congressional approval role as to such activities. A statu-
tory requirement for reporting of Presidential approvals to
Congress "prior" to the initiation of the activity would be
somewhat more threatening and, in both implied and real
terms, would represent a greater potential for congressional
control of these activities. These difficulties would be
greatly reduced, however, although not entirely eliminated,
if the reporting requirement is limited to the two intelli-
gence committees. Acceptance of a "prior" reporting require-
ment may prove to be the ultimate price for this sort of an
arrangement. Recommendation: It is recommended you advocate
continuation of the current "timely" reporting requirement
in conjunction with reducing the number of recipient committees
by repealing Hughes-Ryan. If both goals cannot be reached,
a "prior" reporting requirement would correspond to current
practice and may be acceptable if limited to the two intelli-
gence committees. :

10. Annual Review and Reapproval. Current practice
under Executive Order 12036 includes an annual SCC review
and report to the NSC regarding special activities. This
review has not proven harmful and, in light of the overall
loosening effect that is likely to be ascribed to this
special activities package, continuing such a requirement
may serve to lessen slightly the fears of persons who empha-
size continued oversight and accountability of special

5
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activities. Thus, accepting an annual review may make it
easier to avoid added standards for Presidential approvals
such as consistency with declared U.S. policy since there
would be at least an annual reassessment of ongoing programs.
Recommendation: It is recommended you support the requirement
for an annual SCC review of ongoing special activities.

~11. Membership and Attendance Requirements. Both
Executive Order 12036 and S.2525 include requirements that
particular officials be present at NSC subcommittee meetings
to review: proposed special activities and formulate recom-
mendations for the President, and that designated represen-
tatives may attend instead only in unusual circumstances.
This is essentially a "good government" issue that centers
on the question of how far the law should go in attempting
to ensure that proposed special activities receive careful,
high-level consideration by executive branch officials who
later may be held accountable for their judgments. While
such provisions are appropriate in an executive order, that
these are management decisions better left to the President
and they should not be dealt with in specific detail in a
statute. Recommendation: It is recommended you oppose such
requirements and advocate the position that the statute '
should only assign functions to the NSC or to a subcommittee
of the NSC to be constituted by the President.

12. Treatment of Sensitive Collection and Counter-
intelligence Activities. The same type of approval standards
and review procedures as would be applied under S. 2525 to
special activities would also be applied under that proposal
for sensitive foreign intelligence collection and counterin-
telligence activities - including written Presidential findings
that "essential" foreign intelligence is sought, meetings of
designated officials required to consider specific factors,
prior notice to the two intelligence committees, and annual
reviews and reapprovals. The requirements of Executive Order
12036, by way of contrast, are much less formal and permit
greater discretion on the part of the President, the DCI,
the SCC chairman, and the SCC members as to the manner in
which they will fulfill their responsibilities in this
regard. The order requires, under standards yet to be
established by the President, that the DCI refer sensitive
foreign intelligence collection activities to the SCC chair-
man who determines what review and approval is appropriate,
that the SCC annually review and report to the NSC as to
ongoing activities of this nature, and that the SCC review
and approve certain counterintelligence activities. 'The
application of the same type of specific, detailed procedural
requirements to these intelligence activities as are applied
to special activities makes very little practical or substan-
tive sense. The possible risks and consequences, as well as
the potential for exposure and embarrassment due to apparent
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inconsistency with declared U.S. policy, are not likely to
be as great and there is nowhere near the same historical
imperative for high-level review of these activities. In
addition, the imposition of these formalized procedural
requirements would result in the same drawing-out of the
process that has occurred with special activities and would
heighten the risk of a premature disclosure. Recommenda-
tion: It is recommended you advocate continued Presidential
authority to determine appropriate review and approyval
procedures for foreign intelligence collection and counter-
intelligence activities. (Note: It is possible that guestions
will be raised at the SCC meeting relating to the status and
nature of the procedures required by Executive Order 12036

for the approval of sensitive intelligence collection activities.

For your information and background, the most recent exchanges
of correspondence concerning those procedures are attached

as Tab D. You will recall that we and the Justice Department
have some differences on the content of these procedures, and
that the State Department would go even further than Justice
in opposing our draft procedures and has suggested the SCC

may have to resolve the differences.)

13. Specific Bars on Assassination and Certain Other
Types of Special Activity. The NSC staff requested this
issue be added to round out the discussion of special activ-
ities despite our understanding that the Aaron group had
decided at its initial meeting in favor of a simple statutory
bar on assassination activities by U.S. employees (with the
question of criminal penalties to be decided in some other
forum) and against any bars on particular other types of
special activities (such as the bar in S.2525 on supporting
terrorism, mass destruction, food and water shortages,
floods, epidemics, torture, human rights violations, and use
of chemical or germ warfare). The bar on assassination is
politically and substantively unobjectionable. The bars on
specific types of activities are unnecessary, demeaning, and
definitionally impossible. Recommendation: It is recom-
mended you support a simple bar on assassination and oppose
specific bars on other types of special activities.

14. Recommendation: It is recommended you adopt the
positions recommended in this paper after consideration of
the views of the DDO and other appropriate Agency components.

Anthony 7A. Lapham

Attachments

cC: DDO /(//
DDS&T
DDA
D/NFAC
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NATIONAL SECURITY COUNCIL

WASHINGTON, D.C. 20506 UGC 74 (34’[[’:2/
March 16, 1979 | /?//m,

MEMORANDUM FOR: THE
THE
THE
THE
THE

VICE PRESIDENT

SECRETARY OF STATE

SECRETARY OF DEFENSE

ATTORNEY GENERAL

DIRECTOR, OFFICE OF MANAGEMENT
AND BUDGET

CHAIRMAN, JOINT CHIEFS OF STAFF

THE

DIRECTOR OF CENTRAL INTELLIGENCE

THE DIRECTOR, FEDERAL BUREAU OF
INVESTIGATION
SUBJECT: SCC Meeting on Intelligence Charter
: Legislation

Attached is a paper prepared by CIA outlining the basic
intelligence charter issues concerning covert actions. This

paper will be the basis

for discussion at the SCC meeting

scheduled for March/}g'at 10:00.

26

Attachment

C%jséne Dodson

Staff Secretary
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SPECIAL ACTIVITIES ~ ,

INTELLIGENCE CHARTER ISSUES PAPER
FOR THE SPECIAL COORDINATION COMMITTEE.

I. Background: This paper presents the range of basic
issues that require resolution in order to develop an Admin-
istration position concerning appropriate intelligence
charter legislation authorities and controls for the approval
and conduct of special activities in support of the foreign
policy objectives of the United States. It is based upon a
presumption that some form of existing conditions for the
conduct of special activities - SCC review, Presidential
~approval, reporting to Congress - will continue to be

acceptable in a statutory context. If any part of this
presumption is questioned the nature of the issues framed in
this paper will be changed. Because of the similarity of
the issues involved, the question of the appropriate review
and approval process to be required for foreign intelligence
collection operations and counterintelligence activities has
been included in this paper.

The issueé relate to whether:

a. Repeal of the Hughes-Ryan Amendment should be
sought. -

b. All special activities should be treated in a
similar manner.

c. There should be a higher or lower standard for
Presidential approval of special activities.

d. Presidential approvals should be required to be
in writing.

e. There should be a requirement for timely,
prior, or other reporting to Congress.

f. There should be a required annual review and
reaffirmation of ongoing special activities.

g. Membership and attendance requirements for the
NSC committees reviewing special activities should be
specified. _

h. A review and approval process similar to that
applied to special activities should be required also
for selected foreign intelligence collection operations
and counterintelligence activities.

i. There should be specific prohibitions of assas-
sination and particular types of special activities.
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"1x. Current Practi?g? The Foreign A;§?§§;%g§92§@0%¥”1961,
as amended in 1974 by the Hughes—-Ryan Amendment (22 U.S.C.
2422), provides that no funds may be expended by or on .
behalf of CIA for any special activity (euphemistically :
described in the statute as noperations in foreign countries,
other than activities intended solely for obtaining necessary

intelligence") except pursuant to a finding by the President

that it is "important to the national security” and unless

reported "in a timely fashion" to the "appropriate committees”
(now seven, earlier eight) of the Congress. .

The Hughes—Ryan Amendment has been construed to require
specific Presidential findings with respect to special
activities that are of major scope oOr involve particular
foreign countries,.but to permit general findings with
respect to special activities that are of a more routine
nature and are conducted on a world-wide basis. These -
specific and general findings are subject to consideration’
by the SCC, which forwards them, along with its recommenda-
tions, to the President in accordance with Executive Order
12036. Under current practice, approved findings are signed
by the President and notice is then given, prior to implementa-
tion of the activities, to the Senate Foreign Relations,
Appropriations, Armed Services, and Intelligence committees,
and to the House Foreign Affairs, Appropriations, and Intelli-
gence committees. The House Armed Services Committee deter-—
mined in late 1978 it no longer desired to be notified of
these findings. If requested, the committees may be briefed

in further detail on the activity.

Executive Order 12036 specifies the membership of the
scC for this purpose and requires attendance by the desig-
nated members except in unusual circumstances. The order
also reguires an annual SCC review of all ongoing special

activities and a report to the SCC.

gns responsibilities to the SCC
ensitive foreign intelligence
collection operations reported to the SCC chairman by the
DCI and determined by the chairman, under Presidential
standards, to require SCC review and approval. The SCC
membership and attendance in this regard, and a requirement
for annual review of ongoing operations, also are specified
in the order. The SCC, under similar membership and atten-
dance requirements, is responsible for approving counter-
intelligence activities, again under standards established
by the President, but no annual review of these activities
is required. Standards to implement these provisions of

the order have yet to be adopted.

The order similarly assi
for review of proposals for s

Approved For Release 2007/0211 : CIA-RDP86-00101R000100020011-0



"

{11, TssudPOgd fenRelerse PRR/MRIEhIARPREO AR 0MDB020011-0

Because it is likely the other requirements of the
Hughes—-Ryan amendment would be more or less duplicated in .
any charter, repeal of this statute would be intended prim—,
arily to reduce to the two intelligence committees- the ‘
number of committees notified of such findings. This step
would implement one of the recommendations of the Church
Committee and would lessen the burdens and security problems
associated with the current reporting requirement.

The SSCI draft charter legislation circulated for
executive branch comment contained a provision repealing the
Hughes—Ryan Amendment as late as January 1978. This pro-—
vision was deleted; however, when the bill waq_introduced
as S.2525 in February. The deletion of this repealer 1is
a congressional reluctance to resolve the
competing jurisdictional claims of the various committees
receiving these reports, and Administration insistence on

this point may force the issue.

symptomatic of

The other committees may insist on retaining their
rights to receive these reports, howevér, or it may be that
the SSCI and HPSCI will demand a quid pro quo, for exanmple,
a higher approval standard or a prior reporting requirement,
for pressing for repeal of Hughes—-Ryan.

Iv. TIssue — Differentiation Among Special Activities:

Currently, a general presidential finding is deemed to
encompass all actions of a "routine" nature within the
category of activities approved by the finding. If actions
of a "nonroutine" nature are contemplated or become necessary,
a separate process of Presidential finding and congressional

reporting is required.

All activities not "intended solely for obtaining
intelIligence," no matter how mundane and noncontroversial,
now must be subjected to the same rigorous approval and
reporting process. The Senate proposals to date have re-
tained a requirement for similar approvals of all special
activities. It may be possible and desirable, however, to
seek to establish the routine/nonroutine distinction in the
law and require that only nonroutine actions need be subject
to SCC review, Presidential approval based upon a specific
standard, and reporting to the Congress. Routine actions
could be required to be approved only at the interdepartmental
level, as was the case to a large extent from 1974 until
1977, or even, if necessary at the scC level. The statute
might require guidelines, approved by the President, to
govern the determinations as to what is routine and what is
nonroutine and thus requires higher approvals and reporting.
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1d alleviate much ¢f the

burden, delay, and undue complexity which may inhibit the
performance of such froutine" special activities. . ;

Of course, such a proposal may be seen as a device to
avoid proper review, approval, and accountability and to
return to more free-wheeling practices. These fears may be
alleviated by requiring the Presidentially-approved guide-
lines be provided to the SSCI and HPSCI and emphasizing

control through effective oversight. .

Iv. Issue — Approval Standard:

ndment currently requires that
he President on the basis

"important to the national

-

The Hughes—-Ryan Ame
special activities be approved by t
of a finding that such actions are

security.”

S.2525 would have required a four part Presidential
finding for approval of special activities - (1) "essential”
to U.S. national defense or foreign policy, (2) benefits
outweigh risks of disclosure, (3) overt and less sensitive
alternatives would not likely achieve the objectives, (4)
circumstances require use of extraordinary means. In its
most recent submissions, however, the SSCI has proposed a
standard for special activities attributed to Secretary
Vance in testimony to the Church Committee on S December
1975 ~ (1) overt measures will not suffice (but not all
overt measures must be attempted before resorting to special
(2) consistency with declared American policies,
nal interest (judged,
long-term policy rather

activities),
(3) vital or essential to the natio

perhaps, in the context of larger,
than in terms of each particular project). In actuality,
Secretary Vance's prepared statement on that date stated
only that such activities should be "very rare" and engaged
in only when they are "absolutely essential” to the national
security and that there should be specific approval and
reporting procedures. Further, in the gquestion and answer
period that followed Mr. Vance agreed with Senator Hart that
one of the criteria for approvals could be whether it is
believed "a majority of the American people would favor that
operation if they were given all the facts." See, Scnate
Select Comm. to Study Governmental Operations with Respect
to Intelligence Activities, Intelligence Activities, S. Res.
21, Covert Action, 94th Cong., 1lst Sess., Vol. 7 at 54, 88

(Dec. 4, 5, 1975).
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deter excessive or unnecessary resort to spec.al activities.
The "important™ standard used in the Hughes—-Ryan Amendment
has served this purpose to some extent although the national -

and international moods have also been factors in a lessened
U.S. use of such activities. The basic choices in this -
regard are to retain the current "important" standard, to
accept a higher standard such as "essential"™ or "vital" that
would make it more difficult to approve these activities, to
propose a lower standard such as "necessary,” or to advocate
the position there should be no standard in statute. If it
is agreed that some basic standard is acceptable, it must be
determined what, if any, additional conditions — such as
inadequacy of overt means, consistency with announced U.S.
foreign policy or public opinion, benefits outweighing
risks.-should be part of the decision to undertake.any such

activity. .
V. Issue — Written Findings:

t requires a Presidential
finding but does not specify any particular form for such
findings. Since 1974 when the amendment became law, however,

all Presidential findings relating to special activities
have been in writing. The Senate bill would have required

written Presidential findings for each approved special
activity.

The Hughes—-Ryan Amendmen

a requirement for written
findings may be opposed on the ground that it is unnecessary
and Congress should not be allowed to specify the form of

any Presidential decision. However, the requirement for a
written finding is premised on a desire for specific account-
ability and to avoid a return to "plausible denial" for

these activities. Written findings also best ensure clear
guidance and authority for those responsible for implement-

ing the findings.

As a general principle,

VI. Issue — Notice to Congress:

Hughes-Ryan requires notice to Congress "in a timely
fashion" of special activities that have beer approved by
the President. Currently, while that phrase has not been
construed to require reporting "prior" to implementation,
there are understandings with each of the seven committees

now notified that they will be advised in general terms

immediately after a finding and before jnitiation of the
ired prior notice

activity. The Senate bill would have requi
of the facts and circumstances of any approved special
activity, except in extraordinary circumstances where notice
within 48 hours after implementation would be allowed. The
Senate bill also included a disclaimer to the effect that
this notice requirement did not imply a need for congress-

ional approval.
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Despite the disc.aimer, mandated prior r “lice may

facilitate the development of an undesirable degree of
congressional control of and interference with these activ-

ities. Providing prior notice to date, however, has not had-
such adverse conseguences. A prior reporting requlrement -
may be the requisite "trade-off" for SSCI and HPSCI support
of repeal of the Hughes—-Ryan Amendment and reducing the
reporting obligation to only those two committees, a much
more important element in the process. '

VII. Issue -— Annual_Reviews:

Currently, under Executive Order 12036, the SCC 1is
responsible for performing an annual review of ongoing
special activities and preparing a report for the National
Security Council. The Senate bill would have required, at }
least annually, an NSC review and a reaffirmation by the
President of the original finding underlying each ongoing
special activity in order for it to continue.

Again it may be concluded that such a requirement is
not an appropriate detail for enshrinement in statute. How-
ever, 1its purpose is, of course, to force periodic reassess-
ment and termination of activities which may continue of
their own momentum and yet have outlived their usefulness.

VIII. Issue — SCC Membership and Attendance:

Executive Order 12036 prescribes the membership of the
SCC for purposes of considering proposed special activities
and making recommendations to the President, and provides
that the members must attend except in unusual circumstances
when they are unavailable and their designated representa-
tives may attend in their stead. The Senate bill would
essentially have duplicated these provisions. -

The obvious purpose of these requirements is to ensure,
insofar as this is possible, serious, high level considera-
tion of proposed special activities, as well as the heightened
control and accountability that may be presumed to result from
mandatory attendance by specified officials. ., These detailed
specifications of executive branch affairs may be objection-
able, however, on the basis of undue congressional intrusion,
loss of future flexibility, and unwarranted assumptions of

executive irresponsibility.

. An alternative to prescribed membership and attendance
requirenments or no such requirements, may be acceptance of
a statutory requirement that the President provide for these

matters in an executive order.

. 6
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igence /Activities:

Foreign Intelligence and Counterintelll

es raised with regard to review,

The entire range of issu
ecial activities, may be raised

approval, and reporting of sp
also in connection with certain types of foreign intelli-

gence collection operations and counterintelligence activities
deemed to be of greater concern and potential risk than

other such activities.

Currently, Executive Order 12036 requires, under stand-
ards established by the President, "sensitive” foreign
intelligence collection activities be referred to the chair-
man of the SCC by the DCI for "appropriate” review and
and that the SCC annually review ongoing activities
of this nature and report to the NSC. Similarly, although
no annual SCC review is required, the order provides an ScCC
responsibility to review counterintelligence activities :
requiring SCC approval under standards established by the
President. No standards have as yet been adopted to govern .

either approval process.

approval,

The Senate bill would have required Presidential criteria
for identifying important, sensitive foreign intelligence

collection operations and counterintelligence activities
requiring either NSC or Presidential review and approval.
These reviews would include consideration of stated factors,
meetings with prescribed attendance, written findings by the
President as to foreign intelligence collection activities
(including that the information sought is "essential"},
prior notice to the sscI and HPSCI, and annual NSC or Pres—

idential reviews and reaffirmations.

or even more, elaborate procedures
w applied to special activities
bstantive, or

' Applying the same,
_to these activities as are no
does not seem warranted on public policy, su
pragmatic grounds. The purpose is, of course, to ensure the
same degree of high-level control, accountability, and
careful consideration as is applied to special activities.
An acceptable middle ground between no statutory controls
and elaborate controls may be found in adoption of the
executive order approach which retains Presidential flex-
ibility to determine which foreign intelligence or counter—
intelligence activities, if any, require SCC, NSC, or Pres-—
idential review and approval, and what form that review and

approval should assume.
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X. Issue - Prohibition of Assassination and rarticular
Types of Special Activities:

a. Assassination. The Senate bill would have amended
the U.S. criminal code to provide a maximum of life imprison-
ment for any person in the U.S. or any U.S. Government
employee abroad who conspired or attempted to assassinate
any foreign official abroad. Executive Order 12036 bars
assassination activities on the part of U.S. Government
employees but provides no penalties. .

Since, historically, it has been U.S. intelligence
employees that have been involved in such assassination-
related activities as have occurred, it may be argued that
such a bar is appropriate in the intelligence charter legisla-_
tion. On the other hand, it may be opposed as part of that
legislation on the ground that, even though not limited to
intelligence employees, including such a bar and criminal
penalties in the charter unnecessarily memorializes the past
and stigmatizes the intelligence community. Further, the
review, approval, and oversight mechanisms created by the
bill will be sufficient to prevent such activities.

- Several alternatives would be to (1) include a detailed
criminal provision in the charter as an amendment to the
criminal code, (2) oppose such a provision in the charter
but support it as a separate initiative to amend the criminal
code, (3) support a simple bar as in the executive order
with no criminal penalty, leaving such a penalty to a sep-
arate initiative, (4) oppose any bar.

b. Certain Special Activities. The Senate bill would
have barred explicitly initiating any special activity
intended or likely, to result in (1) support of international
terrorism, (2) mass destruction of property, (3) creation of
food or water shortages, floods or epidemics, (4) use of
chemical biological, or other weapons banned by treaty, (5)
violent overthrow of democratic governments, (6) torture, or
(7) support of any violation of human rights by foreign
police, security, or intelligence services.

This type of prohibition is supported by the argument
that certain types of activities are inherently abhorrent,
unacceptable, and unnecessary as a means to accomplish U.S.
foreign policy objectives and should be foresworn by law.
Opposition to such a provision is based on the implication
that what is not specified is allowable and the definitional
problems raised (e.g., nonviolent overthrow of democratic
governments would be favored and it is not always clear what
is a "democratic government"), and the sufficiency of the
elaborate executive-legislative oversight mechanism created
by the charter.
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5 pear Tomy:

. I agreed in our November 15th meeting with Daniel
) Aaron, Deanne Siemer, and Sam Hoskinson in the Situation -
- - Room at the White House to write a letter to you with
: initial reactions to the working group's redraft of
oo Title IT of S.2525. - e oo DoGil o= -

R - o -

??ﬁﬁi; ‘"ﬁiBéfofe commenting oﬁnépecific iséUés, I want to .
- -~-discuss briefly several basic conceptions in which the L
i.working group draft departs from $.2525.. It has been e g o

=OUr common purpose ffommthe‘outsetfthat.charter legis—-zzu »

: ~ lation serve two purposes: . ..~ T P P ST
LT I T First, to p:oyideﬁthe intelligence .
. 77 ties _community wigblth@ﬂﬁﬁthority to perform , -0
i = those functions essential to our natiqyal o

. . . . J - .--_\- . .

-t

security, and

s 7. Second, to set forth limitétions\bﬁ"';f%""“ T
- -certain intelligence activities to prevent - B -

.
-

el T - the reoccurrence of abuses by our intelli- -~
' gence agencies. .. . SRS

. "Over a'y ar ago we agreed to work together to try ° ...

t

; )
e I T TR Lt TR TN Ry T S IR

- to achieve a reasonable balance between the flexibility =
. needed by intelligence agencies to perform their neces- =
.. : sary duties and the requirement to protect U.S. .citizens
7" - from unnecessary intrusions into their privacy. Thus
TR . far we have come to agreement on the Executive Order -
Con 12036 and on:Titles V and VI, and much of Titles I and v, . 7~

22 how] ] - -
e e T IT e e e e, P
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" The working group draft of Title II, which includes
important sections of Title I of S.2525, appears to us
unbalanced. I do not believe that it would receive the .
broad bipartisan ‘support necessary for its passage. The
-provisions granting authority for certain intelligence
activities that could intrude on the rights of U.S. citi-
zens are now so broad that they could be read, and would

: be read by some, as legitimating what we all agree are
. unjustifiable activities. . The draft provides for few .
real restrictions and no real assurance that appropriate
- measures will be taken to guard against abuses. As it
- now reads, the draft is inconsistent with the Select L
‘.Committee's point of view and with the public pronounce—f* S
ments of the Carter Administration. Its promulgation 1n S 2
the present form would,. I belleve be a dlsserv1ce to LTS
the Admlnlstratlon ;s~;r____;v“ S ;tr;_ R el

We are in, agreement w1th you and the worklng group e
- that S.2525 should not be burdened with inflexible re-
_— strictions. We are in agreement that it is far prefer- . o
2% - able to have a crisp, clear basic charter which combines .- . -, =
e ‘a delineation of the duties and missions of the intelli- '
~'gence agencies with the restrictions that are necessary. ' [".
But in several fundamental respects the worklng group

T A ba51c conceptvcontalned in 8. 2525

that we belleve

:‘u_“wf} most important, is .effective oversight both within the %;”f.fiif;ta
R Executive and Leglslatlve branches. Effective Congressional = - .«n
w oversight necessarily depends on full and current access ... ' . ‘'re

.~ 'y '+ to information. The working group drafts of) both Titles
- 7 . .- I and II suggest that even this fundamental premise, pre— _ -
viously agreed to by the President and carefully _ worked T
. .. - .out after extemsive discussions in the preparatlon of .. e
5 N g the Executive Order, is being set aside. - There is no ﬂ.;:u,‘
.. way 1eglslatlon can pass the Congress unless the provisions .
.." contained in the Executive Order, which are virtually iden- _
o tlcal_to S.  Res. 400 and the correspondlng House resolu- - ;; R
. - tion, are included. ' The language chosen is informed by ... @ ..
-oCistie . 20 years of practlce with the Joint Committee on Atomic j;fé_,t
wisoe. "™ Epergy, and has worked well over the past two years; the ~ =
.:.- %"/~ President has so informed this Committee, and all of the =7~
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intelligence entity heads have expressed satisfaction with
the current, arrangement. We find it hard to understand
why an agreed upon formula, carefully drafted, which spe-
cifically takes account of the Constitutional dutles pre-
rogatives and privileges of both branches, should have
been called into question. -

It has been the Committee's position, and we thought
that of the Administration, that United States citizens
are entitled to know what activities may be directed
against them by their own intelligence agencies, on what
occasions, and for what reasons. We agree that the in-

'telligenCe'agencies of the United States have a legitimate

.interest in conducting counterintelligence and foreign in-

telligence activities against a U.S. person when that per-
son 1s reasonably believed to be engaged in criminal ac-
tivities such as sabotage or espionage. We also acknowl-
edge that. there may be other non-criminal circumstances
such as potentlal source investigations when the activi-
ties of a United States person not engaged in criminal
activity may be of justifiable interest to. the intelli-

gence agenciles. In most-of these other non-criminal cir-_

cums tances, however, the United States person is wholly .~

" innocent of any. wrongdoing. - Therefore, -special care must
.~.be taken that his rights are not being infringed. ' The |
~working group's draft provisions could be read to mean -:

that such United States persons are of interest and have
no real claim to protection from U.S. intelligence agen-
cies' collection of 1nformat10n on them

At present the catchall sav1ng clauseq in the work-
ing group draft go far beyond the emergency iclause pro-
visions of S.2525. These catchalls undercut the basic
intent of a charter to have clearly delineated atGthority
and well understood and reasonable restrictions. Vesting
an absolute dlscretlonary power in the Attorney General
or other key officials is unwise and undesirable and re-
calls the open-ended language of Sec. (d)(5) of the .
Natlonal Security Act of 19 7 whlch allowed the CIA

SRR perform such other functlons and ‘
. duties related to intelligence affecting the

national security as the National Security

Council may from time to time direct."
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TR

The worklng group draft does not follow the precedent
set by the Foreign Intelllgence Surveillance Act in dealing
with surreptitious entries, mail openings, and overseas -
surveillance. That Act requ1res both a nexus of criminal
-activity and a court order before permitting electronic _
surveillance for national security purposes. The excep- -
tions and the procedures to be followed are fully delin- -
.eated. Use of other intrusive technlques espe01a11y S
surreptitious entries or ''black bag JObS requlre 51m11ar
safeguards = L VST ST o .

Flnally, the working group draft contains no standard
or threshhold for the conduct of special activities or sen-
sitive clandestine collection. 'The Committee is of the . - RN

...+ - view that such activities are necessary for the security
Tl .of our country. We recognize that several of the restric- =~
© tions in S.2525 may be unworkable. At a minimum, however,
oL we believe that there should be a standard for: the 1n1t1a—4
- tion of these activities in the statute. The standard
' articulated by Secretary Vance seems emlnently sultable

“ ‘Th1S stanaard ‘would regulre that PR

S g

b by P

LA F BTN ——— ~ s -

e T

! R (l) Spec1a1 aCtIVltleS should be engaged
©... in only when overt measures will not be able
:..to do the job required -- although it is clear -
l ?“that not all overt measures must flrst be trled

;.s e

Plas st AL ST

= (2) Spe01a1 act1v1t1es must be con31stent
with declared Amerlcan pOllCleS and . -

(3) Spe01a1 act1v1t1es mus t. notlx%engaged
- in unles8™they are vital or essentlal to the -
S natlonal 1nterest ‘-'1 o e ST

) P RIS ey
i :”“-’ﬁm Yo T L, ’ .

< ."’-f ¢

7
LA RV ot T LY 1

e,

P
i .
¥ L ¥ ofs o 9

NN T T BT TS T

R We recognlze that it may be very hard for partlcular g
l-prOJects to meet the '"vital" or "essential' standard; theyﬁn S
may be justified, however, in the light of larger, 1ong-. N
term policy frameworks. It is our view that a reasonably
~high standard should be in the charter so that special ac- e
tivities are not used simply because the capability is R
available. 1In-addition to a statutory standard, I believe =~ =
that, as in the most recent Executive Order, certain pro- . T
cedures for review, for fea51b111ty and rlsk assessment as . .

[T T I TR WA B
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well as a formal apprbval_proceduré for these activities
must be spelled out in statute. )

What follows are particular issues that are of con-

cern.. This list is not intended to be a complete one,
but it does illustrate the most important issues.

The Role of Congress

The intelligence community should serve not only the
Executive branch but also should provide Congress with in-
formation of benefit to the work of the Congress. This
does not mean that Congress is to '"task" the community or
intends.to '"micromanage" it. The facts and analyses pro-

- duced by the intelligence community are clearly helpful

to Corigress in carrying out.its duties in foreign policy
and national security matters. )

Te [

Y

Congressibnal Access to Information

_ o fﬁé.OVéréigHﬁfcommittees must be kept "fully and
~currently informed" of the activities of the intelligence

~ community, in the manner of the several decades of prece-
ZZ#dent in the Atomic Energy Act.. ..The Executive branch would

“be required to keep Congress posted on major policy issues

and undertakings of the community to a degree satisfactory =

to both and on the basis of mutual discussions of what
‘kinds of information are required. It is not contemplated
that a truck has to arrive at the Capitol each day. Ob-
viously, the oversight committees do not need or want. ...

minute detail of community affairs in most mdtters. But
clearly, in some areas such as covert action,and .on other

- ivad*Mc occasions, full and minute detail wobld be required.

The present Executive Order and Senate Resolution 400 pro-
visions have worked well to everyone's satisfaction. That

';,is why it is contained in S.2525 in Sec. 152(a).

-A.pp‘r‘oved' For.Release. 2607/(15/’1 1- i("ZIA-R DPB@-E)O 104R000100020014-0
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" Special Activities

) L ke -*“?‘E’i:l’ _
. A statutory .standard for special clandestine activi- -~
ties is required. We proposed the Vance standard in ‘
'5.2525. 1In addition, regular accountable procedures for
_approval of these special activities by the National ' o

- Security Council are desirable. (See draft, Sec. 271.). =

S PR

”'Sensitive:Inﬁelligéﬁcé Collection Préjects

B Because sensitive intelligence collection projects Do s
can have the same '"flak potential" as special.activities, " v g7

-~ =~ ‘procedures for approval similar to those for special ac- -
tivities should be set forth in statute. This is regular- -
practice now and all agree regular review is important @:= s
for this area of intelligence activity.. (See draft, .;uir:

See. 2723 -3 -

B

Assassinations = L T alTTINL e Lwromo T nEECC T R

_ i . There should be a ?rohibitibn.of aééaséinéﬁioﬁg L
"7 .  which could apply to all U.S. government personnel. -’

; A A _7:':"1";' -.-L:.T_._r:. = LIS ST RS =
-~ Restrictions:on the Use of Certain Professiomns &7 ...~ .

by the Intelligence Agencies

m  The working group draft deletes the restrictions on SETLE
) the use of United States media employees oréorganizations;' a
the use of religious organizations; academi? institutionms; the
v Peace Corps; and government scholarships, such as the TR £
= - r-. Fulbright program.  The Committee's approath contained in .« - e
S S.2525 was based on the special concern expressed in the .7
¢m . - . Constitution for freedom of expression and religlon, and - e
- the need to protect the independence and integrity of our - . ;
o "academic institutions. The approach in S$.2525 focused on - 0.
<7+ - .. .paid or contractual relationships but did not interfere .
. e . with the individuals who chose to engage in voluntary re-__.:;
v ) . < lationships. . - o T AT Lo Es T T T

-
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Counterintelligence Investigations -

It is the Committee's view that a criminal nexus is - S

.’ required to open a counterintelligence investigation of - T
.. a United States person. Exceptions from the criminal _ ' :
standard need to be spelled out and careful procedures
and guidelines set forth. . (See draft, Sec. 212.) -

e 2 R T R R S
Foreign Intelligence Collection ,ff.#iif';‘ T

) The view of the Committee as expressed in S.2525 is
that there should be a presumption that a United States
.person has a right to expect that the government will not »
investigate him unless there is reasonable cause. Legiti- '~
mate political activity, of course, cannot in itself be a .
reasonable cause. The presumption of the draft is that
. there is noicountervailing concern to the interest an in-
- telligence agency has in gathering information. For ==~ . =
- example, the working group draft has no restriction on’ e
what_can_be collected regarding United States businesses . -
or’' commercial organizations. Under the terms of the - S T
_working group draft, almost any multinational corporation '
may be targeted both within and outside the United States ] L
-ssince almost any relations it has with a foreign power =~ _» = " |
‘'would constitute foreign intelligence. ™ Thus, the intelli- - LT
gence agencies could obtain and maintain extensive files .
on United States persons working for such corporations
even though they are innocent of any wrongdoing. (See =~ " li
draft, Sec. 213.) S DA = -7

v .

Yoaals 1 .. E U
R S ey * e, ot e

'Potential Source Investigations L RS
) ~ Potential Eource'investigations should be more 1ihited-_ T
in scope than counterintelligence investigations. The . . —.7" =~
‘privacy of a potential source should be protected to the . .

© greatest extent possible. Investigations of this type - . =
should probably be limited to publicly available informa- . -
tion, national agency checks, and interviews.,. In addi- ~--= - -,
. tion, the consent of any person investigated as a potential - -
.. source should be required unless the request would jeopardize ~ .
e T T Aoprovdd ForRel&ase 2007/05/ 1 - CSRDPS B AR
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the necéssary acti#ity-for which the assistance is sought. '
 Strict time limits should be placed on the duration of
potential source investigations. (See draft, Sec. 215.)

Investigatibnnbf Present or Former Emplgyeé§

. The investigation of an employee or former employee ,
of the intelligence community should have a higher standard
than in thé working group draft. There should be some evi-.
dence or reasonable probability that the person has or is
abou§ to violate security regulations. . (See draft, Sec.

216. : L s L : L

~ A R

"Catchall Provision for Investigations

The catchall provision (Sec. 217) that would. permit
additional types og investigations, once a determination
of their necessity is made by the head of .the entity and
the Attorney General, is far too broad. COINTELPRO and

CHAOS, for example, could conceivably be authorized under
- this provision. : S o .

.~ There should be a regular review of ¢olléction under- .
taken with ceftain techniques, perhaps annually. The o
Attorney General or some group outside the collecting

agency would seem to be appropriate for conﬂuctﬁpg such
reviews. (See draft, Sec. 219.) ‘ B!

. -
- - o ! : R
- R T et ? RS E 8

Retention of Data .. .. . .00 s I

P AT LT
P B

~ Sec. 221 of the working group draft should be more .
carefully considered. We both agree that we should avoid
the compilation of dossiers or the collection of unneces-
. sary information. What, for example, are "administrative
‘purposes"? Information that is acquired simply because

it was collection in the course of an authorized collec-
tion activity should not be retained or disseminated. ’

e e T
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- consider more carefully what intelligence collection tech-

‘agreed upon intelligence missions. Otherwise, this klnd
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There has ‘to be some reasonable standard of relevancy to

of retention of data could result in serious 1ntru31ons
on privacy, particularly by some of the means available

to NSA and other technical collection agencies.

Certain Intrusive Techniques ..

- R . L . - b B

Both tﬁe-Coﬁmittee‘and the Execntive branch have te_fﬁ

niques are intrusive. Clearly there are a number of tech-

“niques that do not reach the Fourth Amendment's definition

_ requ1red

of. a search or seizure, yet which pose considerable threats
to the privacy of United States persons. These include,

for example, the examination of tax records, physical sur—;Q‘

veillance for purposes other than 1dent1f1cat10n and use
of mail covers." .In these areas procedural protections are

I s - Lo - A

e e —ee s R .

e Y - . . Cen e .- C e e—— =

Dissemination to a'Foreign:Government

Personal 1nformat10n regardlng a Unlted States person-

should not be glven to a foreign government simply becausef}_giﬁi,“

“it is in the "interests of the United States'.—There -
should be a requirement for protection of information re-
garding United States persons unless there is some good

reason such as possible involvement.in terrorlst act1v1t1es A

(Sec 222A ) ST P .. .

Catchall Prov151on on Dlssemlnatlon - yf } - -

- Section 222F of the worklng group draft would permlt .
an entlty head with the concurrence of the Attorney General -

‘to undertake any lawful dissemination on the basis of his .. 7~
- own determination. Conceivably a future administration o
" could authorize some of the harmful activities used in the - --..-"
COINTELPRO programs EITL L w ke e
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Collection of Pﬁblié-lnformation!,

There should be some standard for the collection of
any information -on United States persons. Obviously we
all want to avoid the creation of dossiers, but it is
also obvious that some public information on United States
persons is necessary and useful for the functioning of

. government.—”(See draft, Sec. 211(d).) . :

e : s - .

Overseas Electronic Surveillance -

_Court orders should be féduired when'é United Stateé
agency either conducts or requests the surveillance. (See
draft, Secs. 225-229A.)- -~ B - o

......

: )

For unconsented physical entries a court order and a_ . -

criminal standard seem appropriate. Procedures based upon
the Foreign Intelligence Surveillance Act may provide a

" solution. Distinctions would have to be made between kinds

 working with couriers. - (See draft, Secs. 230-231B.)

of searches; break-ins are, of course, very different than

B T S |

R o S R R T

?articipationuin'Uﬁited States Orgahizétibns .

_ United States organizations which are not themselves
agents of a foreign power should be protected aggpinst in-
filtration by the intelligence agencies. Under'ihe terms
of the working group draft (Sec. 245), agents of the in-
telligence community can participate in a United States
organization "for the establishment, enhancement or L
maintenance of cover'" or "in order to recommend or assist
in the recruitment of employees, source of information

or sources of operational assistance." Some additional
measure of protection for United States organizatiqns

. would seem to be necessary.- Probably there should be no

i - B L,

restriction on such circumstances as attendance at public ™

meetings. The role of the FBI

-

here should be reviewed. ..
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Presidential Waiver ..~

ns
d

There need to be discussions on some aspects of the P :
"Presidential waiver provision (Sec. 261). Both §.2525 . VU
and the working group draft address the expected circum- g
stances when a waiver would be necessary. ‘Further con- )
sideration of conforming to the procedures of the War .
Powers Act and the Natlonal Emergen01es Act would seem

warranted ap e e e e T e
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T The rlghts of allen v151tors in the Unlted States
- should be protected - Reasonable distinctions between e
" the protections afforded alien visitors and Unlted States &

persons are_ obv1ously necessary o
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Intelllgence ‘Activities 1n the Unlted States

A

.17 It 'is clear that wé ‘should have further dlscu531ons A
on the extent to which CIA activities in the United States - - .
... . 'should ‘be permitted, and to what extent the FBI should be . -
s ' fengaged in collectlon of p051t1ve 1nte111gence ClmeEmER G ene o
Deflnltlons

) “"There are some deflnltlonal problems. For example, 4
it would seem that we should have a common de§1n1t10n for — LT
agent of a forelgn power. The working group draft modi- o
fies the “definition of agent of a foreign power wirh the :
" effect of diminishing protections afforded td United States_r~ﬂ

SR . persons., _(See 203(b)(2) ) TLETh Tt sl
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Aﬁgﬁbny'Al Lapham, Esquire ‘ -
November 22, 1978
Page Twelve

I appreciate the opportunity to comment on the
working group draft. We fully understand that the draft
is preliminary, and by no means a final position. It
would be profitable for us, and perhaps to you and the
working group, if we could meet to discuss in detail the
issues and problems that should be resolved in Titles I
. : and II. -

I want you to know that the Committee and the staff
appreciate the courtesies and patience you and your
colleagues have shown in working on this difficult and
common endeavor.

. Sincerely,

’ . William G. Miller
Staff Director
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15 March 1979

NOTE FOR: DCI
VIA: DDCI

FROM: Anthony A. Lapham
General Counsel

SUBJECT: Review and Approval of Sensitive
Foreign Intelligence Collection

Operations

The attached letter from Lee. Marks
to Fred Baron will give you an idea where
the State Department is coming from on
the issue of the role of the DCI and
the SCC in the review and approval of
sensitive foreign intelligence collection

Dy operations.
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cc: DDO .
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CONFIDENTIAL

March 9, 1979

Frederick D. Baron, Esq.
Special Assistant to

the Attorney General
Room 5123
Department of Justice
Washington, D.C. 20530

Dear Fred, ‘ ' -

We have read your January 31, 1979 draft
standards for sensitive collection operations and
Tony Lapham's March 6 reply. The Secretary has
not yet had an opportunity to focus on this issue,
but I thought it might be helpful to give you the
Department's reactions at the staff level.

We have the opposite concerns from Tony.

Without focusing on details, we concur generally
with the approach taken in your draft with respect
to SCC review of proposed operations, as summarized
by Tony in paragraphs 2(d)-(e), and with the provi-
sions for an annual review, as characterized by Tony
in paragraph 2(g). We disagree with your draft
guidelines insofar as they vest virtually total dis-
cretion in the DCI to determine what operations are
"sensitive” and must therefore be reported to the
SCC Chairman.

DCI Reporting to the SCC Chairman

The standards should contain criteria defining
when a proposed operation will be deemed "sensitive."
Only the DCI can determine whether a particular
operation meets the criteria, but once the judgment
is made that it does, the DCI should no longer have
discretion to decide that the operation is not
sensitive.

CONFIDENTIAL
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It seems to us wrong, for example, to permit

the DCI to decide that a proposed operation is not -
"censitive"” even though it involves a foreign head -
of state as a target, or an exception to applicable
regulations, or a significant guestion of legality

or propriety. (We have no fixed idea what the _
criteria should be, although the ones set forth in -
"Judge Bell's October 24, 1978 standards scem sensi-
ble to us.) -

I'm puzzled by Tony's insistence that the SCC
have no role in reviewing and approving sensitive
operations except at the sufferance of the ScCC
Chairman. Tony finds that "consistent" with the
letter and spirit of the executive order; we
respectfully disagree.

Tony urges on you a system in which the DCI
has total discretion to decide that an operation
is reportable to the SCC Chairman, and the SCC
Chairman, in turn, has total discretion to decide
whether the report should be shared with his colleagues
on the SCC. This is essentially the system that
prevailed for many years, and we do not believe
that it was the Carter Administration's purpose,
in promulgating E.O0. 12036, to perpectuate it.

Our own view is that the principles set forth
by Judge Bell in his October 24, 1978 memorandum
made sense and should govern the drafting of the
standards. We prefer that framework to your January 31
draft. ‘

I'm not sure how best to proceed at this point,
since the agencies involved secem to be far apart.
I assume this will need to go back to the SCC; the
question is whether it is worthwhile to convene
a meeting at the staff level first to see whether
the differences can be bridged.

/;;iécerely,

Lee R. Marks
Deputy Legal Adviser

cc: Deanne Siemer, General Counsel, Department of Defense
Sam Hoskinson, NSC Staff
Anthony A. Lapham, General Counsel, CIA

CONFIDENTIAL
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6 March 1979

MEMORANDUM FOR: Frederick D. Baron . )
. Special Assistant to the Attorpey General

FROM: Anthony A. Lapham
General Counsel

SUBJECT: R@view and Approval of Sensitive Foreign
: Intelligence Collection Operations

IS
»

1. Your memorandum of 31 January 1979 invited my
comments on an attached set of draft guidelines implementing
Sectjons 1-303 and 1-306 of Exccutive Order 12036, which
relate to the review and approval of sensitive foreign
jntelligence collection operations. ' .

2. The essential elements of the review and approval
process envisaged by the draft guidelines appear to be as
follows: . :

(a) Proposed operations deemed by the DCI to be
sensitive would be rcported by the DCI to the Chairman
of the SCC. :

(b) The DCI would have full discretion in deter-—
mining which operations were sensitive so as to require
that they be reported. No particular operations or
types of operations would be singled to be reported as
a matter of course, but in exercising his discretion
the DCI would be directed to take into account certain
enumerated considerations of a general nature.

(c¢) The DCI recports to the Chairman could be
either oral or written, and could refer to proposed
operations by category, but the Chairman would be free
to require an elaboration of any report.

(d) Review by the SCC of proposed operations
reported by the DCI to the Chairman would be the rule,
subject only to exceptions personally authorized by the
President. In most if not all cases, apart from those
as to which the President might authorize special
handling, it would be the function of the SCC not just
to review proposed operations but to approve or disapprove
them as well. '

All portions of this

document are unclassific
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(e) The independent approval or authority of the.
Chairman would be limited as follows: he could approve
"routine operations, pending an SCC quarterly review,"
and "in exigent circumstances" he could approve "other .
operations provided that SCC members are promptly
notified and the operation is presented to the SCC for
approval as soon as possible.”

-
-

(f) CIA would be required to maintain recoxrds
detailing the nature and scope of any operations
approved by the Chairman, and these records would be
available on request to any SCC member designated in
Section 1-303. _

(g) The Chairman would report quarterly, both to
the President and to the SCC, and the sSCC would conduct
an annual review both for the purpose of reevaluating

~ its prior decisions to approve or disapprove particular
operations and for the separate purpose of validating
the entire process by means of an inquiry about selected
operations not reported for approval by the DCI. The
annual review would be the subject of a report to the
NSC, as required by Section 1-306.

3. In some of its aspects, namely (a) through (c)
above, the draft guidelines parallel the proposal made by
the DCI and circulated for comment by the NSC staff in
October 1978. 1In its other aspects, however, having to do |
with the role of the SCC in the review and approval process,
the draft guidelines depart sharply from the DCI's proposal
and are objectionable. A cCOpPY of that proposal is attached.

4. Under the DCI's approach, proposed operations
deemed to be sensitive would be reported to the Chaixman,
and it would then be the Chairmen's responsibility to detex— -
' mine whether such operations "should be reviewed by the SCC,
and whether such operations should be subject to approval by
the scc." These arrangements, which in my opinion are
perfectly consistent with the letter and spirit of the
Executive Order, would leave the role of the scC to be
defined on a case-by-case basis by the Chairman. He would
be free in any given case not to involve the scC at all, or
to involve it only to the extent of presenting the case for
review and comment, or to involve it to the fuller extent
of seeking its approval, presumably with the expectation
that the operation in question would be abandoned or modi-
fied if such approval was not forthcoming. It would like-
wise be the prerogative of the Chairman to determine the
scope of the annual review. )

2
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5. Your draft guidelines would establish a’ far broader
and more dominant role for the sCcC. It would assume a
mandatory review function and become the final approval .
authority as to all but the handful of operations that might
warrant the personal attention and intervention of the _ . B

President.

6. Obviously there are fundamental differences between
the DCI's proposal of last October and your draft guide- =
lines. The essential question is whether, as contemplated by
the DCI's proposal, the SCC should serve in a standby capacity,
to be consulted by the Chairman as that official might think
appropriate, or whether it is to have the full line responsi-
bilities that would be assigned to it under your draft guide-

lines.

7. While in my view either approach is legally permissible,
the DCI's concept is more faithful to the intent of the relevant
provisions of the Executive Order. As you know, those provision
were revised shortly before their adoption, at the DCI's :
urging and with the concurrence of the President, for the
express purpose of limiting the role of the SCC in the review
and approval of sensitive foreign intelligence collection
operations. The pertinent background is summarized in John
Harmon's memorandum for the Attorney General dated 27 June -
1978. As I sece it, your draft guidelines ignore that background
and, by requiring SCC review and approval as the rule, would
create the very situation that it was intended to avoid.

8. I have rcad the comments on your draft guidelines .
contained in Deanne Sicmer's letter to you dated 16 February,
and I agree with those comments so far as they are consistent STAT

with this memorandum.

‘s

Anthony A. Lapham

Attachment
-~
cc: Sam Hoskinson, NSC Staff
Deanne Siemer, General Counsel
Department of Defense
- Lee Marks, Office of Legal Adviser
Department of State
GC:AAL:sin
- DCI 1l - NFAC
- DDCI 1 - DDS&T
- ER via Ex Secty
-~ DDO
- SA/DCI/CI ‘ /
- OGC Subj: Sensitive Foreigj Intelligence Collection Operations
- AAL signerx 7 _ w/0GC 79-02084 (NI)
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HE O

Approved For Release 2007/05/11 : CIA-RDP86-00101R000100020011-0



I P —

L N T N L 4

Approved For R‘(?-Iease 2007/05/11 : CIA-RDP86-00101 8‘09%1 00020011-0

GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
" WASHINGTON, D. C. 20301 ‘ -

February 16, 1979

Mr. Frederick Baron » - .

Special Assistant to the
Attorney General

Department of Justice

Room 5123

Washington, D.C. 20530

Deaxr Eréderick:
This is‘in résbonse to your request for review of
and comment on the draft standards and procedures for
sensitive collection operations that were attached to
your memorandum dated January 31, 1979. :

It is our view that paragraph I(A) should be recast
to make it the responsibility of each SCC membexr to
review intelligence collection operations under his pur-
view and to report to the DCI the details of those opera-
tions that are candidates for trecatment as sensitive ,
collection operations. The DCI would then make the final
review so that the same standards would be applied across
the board. .

Paragraph II provides that the Chairman may approve
routine operations. It is unclear what is contemplated
here because, if operations are "routine" in the normal
sense of that word, they would not be reported to the SCC
at all. It appears that the authority of the Chairman to
approve "sensitive" operations on the basis of exigent
circumstances is all that is required.

Paragraph III(B)} requires quarterly reporting. This
would be in addition to the annual SCC review required by
the Executive Order. We think these are unnecessary report-
ing requirements and we urge that we not go beyond the
requirements of the Order.

Sincerely,

‘@()& R el

Deanne C. Siemer

-
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MEMORANDUM FOR: Director of Central Intelligence

VIA: _ Deputy Director of Central Intelligence
FROM: - ' Anthony A. Lapham
‘ General Counsel’
SUBJECT: ' FtarrardSrRindwProceduressEoreReview g~
- Seaaitiﬂéf@éféﬁ@ﬁﬁ&ht&L&iggggﬁﬁggiieﬂtiénv
,Qpaﬁa¥$6ﬁ§m% S .

1. AckionsRegunested: Y6ﬂﬁﬂguidaﬂggxgiggﬁﬁgﬁQgggﬁjHgmé
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2. Background: On 2 October 1978 you wrote a letter
to Brzezinski enclosing a set of proposed standards to
implement Sections 1-303 and 1-306 of Executive Order 12036,
which relate to the review and approval of sensitive foreign
intelligence collection operations.* Copies of your letter
and its enclosure are attached at Tab A.

*Section 1-303 provides:

Under standards established by the President,
proposals for sensitive foreign intelligence collection
operations shall be reported to the Chairman’ by the
Director of Central Intelligence for appropriate review
and approval. When meeting for the purpose of review-
ing proposals for sensitive foreign intelligence col-
lection operations, the members of the SCC shall include
the Secretary of State, the Secretary of Defense, the
Attorney General, the Assistant to the President for
National Security Affairs, the Director of Central
Intelligence, and such other members designated by the
Chairman to ensure proper consideration of these
operations.

Section 1-306 provides in part that it will be the duty
of the SCC to: "Conduct an annual review of ongoing special

A (0 F$=ggﬁligé ( " DD/O A .14}
Approved For R@Base 200 ’# Fr [‘k -00101 @0100020& +6 J

0GC 79-01579 T
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activities and sensitive national foreign intelligence collection

operations and report thercon to the NSC."

Declassified when

o : - GGNHDEHT‘AL separate from attacﬁments.
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3. The NSC Staff made only one minor change in the
proposed standards, substituting the President for the NSC.’
as the recipient of any SCC reports based on its annual
reviews, and then proceeded to circulate the standards to
SCC principals for. comment. DOD and the JCS commented
favorably. -The Attorney General, however, responded by
proposing an alternative set of standards, which attracted
support from the State Department. The differences between
your proposal and the Attorney General's counterproposal
were unresolved as of 8 November, when the SCC met to consider
a counterintelligence agenda, including draft standards
governing its counterintelligence functions under the Execu-
tive Order, at which time the Attorney General was instructed
to redraft both the counterintelligence standards and the
sensitive foreign intelligence collection standards. A
copy of your memorandum to me regarding that meeting is
attached at Tab B. =~ . . ~

4. A new DOJ draft of the sensitive foreign intelligence
collection standards arrived as an attachment to a memorandum
to me from Frederick Baron dated 31 January. Copies of this
draft and the covering memorandum are attached at Tab C. On
some of the points that were previously in dispute, DOJ has
yielded. So, for example, while the carlier DOJ draft would
have required that certain specified types of operations be
reported to the SCC as a matter of course, the new draft
accepts the idea that the DCI is to have full discretion,
taking into account various general considerations, in’
deciding what operations are secnsitive and are therefore to
be reported. Putting aside other less significant problems,
the central issues that now remain have to do with the
extent and nature of the role to be performed by the SCC
with respect to those proposed operations that are reported.

5. _Undéxtyonr;pﬁép@saiwofw&aétmectoberwv@xogegggg
SensitinefEaTei gn,intetligenaescolipotionoperabinnsswonld .

" hesreportedstonCRETBECHFENa L Fnatfryisddther qrallyroredowrd £ Ing ..,

qpdﬁitmwoulﬂ#tﬁéﬁ*ﬁéﬂﬁhﬁa@hairmanﬂsWtéﬁ@ﬁns%@i&ityy&cheﬁerh?w
M NEWHESEIRFYE feHCopet aFl on s e Hould : B iV el F by at he =86 G
rand-whether such<eperationsishouldsties UBY TG RAP PTOValtby .,
cHevsees™”  These arrangements, which in my opinion are
perfectly consistent with the letter and the spirit of the
Executive Order, would leave the role of the SCC to be
defined on a case-by-case basis by the Chairman. He would
be free in any given case not to involve the SCC at all, or
to involve it only to the extent of presenting the case for
review and comment, or to involve it to the fuller extent of
seeking its approval, presumably with the expectation that
the operation in question would be abandoned or modified if

2
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such approval was not forthcoming. It would likewise be the
prerogative of the Chairman to determine the scope of the -
required annual review. The criticisms directed at these
arrangements were that the SCC would end up with too little
authority, because it would be consulted only as the Chair-
man might see fit, while correspondingly the Chairman would
end up with too much authority, allowing him to ignore the
scC completely if he elected to do so. ;

6. The.new»DOJ#dzathwlikaxitsgpbédéééééé%T#W@&L&*”
blish. a.farsbroadeEEnd o T doninan B s foRathe 5@ r"

Review by the SCC of proposed operations would be the rule,
subject only to exceptions authorized by the President. 1In
most instaneces it would be the function of the SCC not just
to review proposed operations but to approve or disapprove
them as well. The independent approval authority of the .
Chairman would be narrowly limited, as follows: "The SCC
Chairman may approve proposed routine operations, pending
SCC quarterly review, and in exigent circumstances he may
approve other operations provided that SCC members are
promptly notified and the operation is presented to the SCC
for approval as soon as possible." Records describing the
nature and scope of all operations approved by the Chairman,
including "routine operations" (whatever that may mean in
the context of procedures that are applicable only to the
review of operations deemed sufficiently "sensitive" by the
DCI to warrant reporting in the first place), would be
maintained at CIA, available on request to any SCC member.
In addition, there would be periodic reports by the Chairman,
not less than quarterly, both to the President and to the
scC, indicating at least the number of approved operations
in each of several categories. '

7.  Obviouwsly-yourTprOpEEAT St TaEE UE R BEE R thew
newes L DOFTPropt Al T e preseht - Tunddicritatrliwddffonents: - v
appraachesy The e ssent Falgquesti vty WHEtHE R Ehe - SCCis=itd

| spzve-dnvarstandEbyrandsd a1 radvl @ryicapapibyyinastoans.
templatedsbyyaurzpropogalst svawhaherdtrdsatonhayestha»
fuliwlinesresponsibilitTes HthaEIWould* e asgignedntonitae.

—underuwithe; D Isproposali~As I see it, .eishepvapproach~igwv
legally~pexnigsible, although your concept strikes me as
more in keeping with the intent of the Executive Order, the
relevant provisions of which as you will recall were rewritten
shortly before their adoption for the cxpress purpose of
reducing the role of the SCC in the review and approval of
sensitive foreign intelligence collection operations. DOJ
of course will argue that the Executive Order, whatever its
letter and intent, conveys the impression that the SCC is
centrally involved in the review and approval process, and
that we will be guilty of a deception unless the impression
is converted into reality. It will also argue that the

© COHFIDENTIAL
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interest in insulating certain highly sensitive operations
from SCC review is accommodated under its proposal by the N
provisions authorizing exceptions®to the review: requirement

in the case of operations personally approved by the Pres-
ident, but this extraordinary procedure will place another
burden on the President and for that recason among others it

is likely to be used only very sparingly. The net effect of
the DOJ proposal will be to put the SCcC at the tdp of the i
chain of command as to all but the handful of operations . . <
that may warrant personal attention by the President.
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OTfire of e Attarney General |
Washingfon, A. @. 20530 -

Januéry 31, 1979

MEMORAWDUM TO: Anthony Lapham
- General Counsel
Central Intelligence Agency

FROM:. Frederick D. Baron :::§:;3:> E;?f” _

‘Special Assistant to the
Attorney General .

Re: Standards for Sensitive Collection Operations.

_ pursuant to our prior discussions, I have redrafted the
‘Attorney General's proposal for a written standard for sensitive
collection operations. As you know, the SCC asked the Attorney
General and the DCI to try to work out a mutually satisfactory

draft to present for discussion at an SCC meeting.
The redraft contains the following changes, among others:

1. It deletes all mandatory standards for referral of
sensitive collection operations by the DCI to the SCC chairman.’
Instead, it restores the discretionary balancing of factors by
the DCI, as originally proposed by the NSC staff and the DCI.

2. The approval mechanism is rewritten to make it clear
that there is a presumption in favor of SCC review and approval,
but that the President can decide to unilaterally approve any
operation and notify only those members of the scC that he
decms appropriate. Also, it again makes clearx that the SCC
chairman may approve proposed operations unilaterally, pending
scC review. This procedure should accommodate any proposed
operations that .arise on an urgent basis. In addition, the
security procedure proposed by the DDO was adopted: storage
of a written record only at the CIA and available only to
SCC members. :

3. As suggested at the 5CC meeting when this proposed
standard was first discussed, the annual review of the DCI's -
selection of operations for approval would be conducted by
means of a sampling procedure.

CONFIDENTIAL MATERIAL ATTACHED.

+
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4. The SCcC, along with the Chairman, could ask for,
written or oral briefing by the pCI as part of the periodic
reports of operations approved during the previous quarter.

I would appreciate your comments on this draft. It has not
been cleared yet with the Attorney General. I would hope that
if we find it mutually acceptable, that we could show it = -
simultaneously to the Attorney General and the DCI. I am also
forwarding copies to the NSC staff, the State Department and
the Defense Department, for their review and comment.

Attachment : ]

cc: Samuél Hoskinson
National Security Council

Lee Marks -
Department of State

Deanne Siemer :
Department of Defense
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DRAFT

SENSITIVE COLLECTION OPERATIONS
Standards and Procedures for Review and Approval

The following standards and procedures are hereby

established relating to Special Coordination Committee (SCC)

L4
review of proposed and ongoing sensitive foreign intelligence

collection operations, pursuant to Section 1-303 and 1-306 of

25X1

Executive Order 12036. . -
X. Prop;sea Sensitive Collection Operations
A. It is éhe responsibility of the Director of Central
Intelligence (pCc1) to determ%ne whether particular intelligence
collection operations qualify as sensitive operations. In making
. these determinations, -the DCI shall take into account the
following considerations, among others: 25X1
1. The risk of expdsure or compromise of the
25X1 opera%ion;'[::]
2. the likely consequence of exposure oOr
compromise in texms of: S > S R
(a) hazards to health and safety; 7 ,,2&@_
(b) loss of ;aluable.intelligegce o
information ox -sources; 25X1

(c) detrimental foreign relations effects,

including effects on current or

CONFIDENTIAL
Classified by Frederick D. Baron, Special Assistant

to the Attorney General ]
Reason for Classification, Intelligence Methods .

pDate for Review of declassification, 1/31/1999
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planned treaty or other negotiations
. and including the recruitment or
targeting of foreign officials based
upon consideration of the position of
the official and the circumstances
and the purpose of the operation; and [::]

(d) detrimental effects upon the conduct

of other intelligence operations;

3. whether the conduct of the operation requires that

an ‘exception be made to otherwise applicable

policies or regulations concerning the conduct of

foreign intelligence activities; and

4. whether the operation involves any unresolved‘

issues of legality or propriety.

B. Proposed collection operations deemed by the DCI

_ to be sensitive will be reported by the DCI to the Chairman

‘of the SCC, either orally or in writing. Such reports will

describe the nature and scope of the proposed operation,

reasons for its sensitivity,

be derived.. The Chairman may at any-time require further

elaboration of an oral or written report.

CONFIDENTIAL
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C. Collection operations not originally deemed to be
sensitive will be reported to the Chaixrman in the manner

described in paragraph B above if in the view of the DCIfﬁhéy

- ) 25X1

become sensitive prior to being terminated.

D. With the concurrence of the Chairman, the DCI may

report proposed sensitive collection operationé by category,
25X1

but in such cases the Chairman may require additional reports

concerning any specifié proposals falling within the category.

1¥. Approval of Sensitive Collection Operations

The SCC Chairman shall normally submit proposed sensitive

collection operations to the SCC for approvai, unless the

. President approves a ﬁarticular operation, in which case the
t .

president shall determine which SCC members should be
notified of the operation. The SCC Chairman may approve pro-
posed routine operations, pending SCC quarterly review, and in

exigent circumstances he may approve other oéerations provided

- that SCC members are promptly notified and the operation is

presented to the SCC for approval as soon as possible. A
current record describihg the nature and ééope of all operations-
approved by the SCC Chairman shall be maintained

at tﬁe Central Intelligence Agency, available upon request to

the SCC members designated in Executive Order 12036,

Section 1-303.

CONFIDENTIAL
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I1I. Reporting and Review of Sen51t1ve collection Operatlons

A. The scC Chairman shall report periodically to the

President, at lecast on a quarterly basis, on all approved

sensitive collectlon operations. ThlS report should at least

include the total number of sensitive collection operations

in the follow1ng categor1es~ those approved bv the sCC Chair—

:man; those approved by the scc; those approved by the Pre51dent

and referred to the SCC or to certain SCC members for 1nformatlonal

. purposes; and those approved by the President but not referred

mto the SCC. The reports on operations approved by the scc

25X1

should 1nclude any dissenting views of SCC members.

B. The SCC Chairman shall report periodically, at least

on a quarterly basis, to the SCC on all approved sensitive
collection operations except those which the President hae
4indicated should not be made available to all SCC members.
ThlS report should at least include the total number of
_sensitive collectlon operations in the following caLegorles.

those approved by the SCC Chairman; those approved by the SCCj

and those approved by the President..and referred to all SCC

members for informational purposes. The SCC may require such
written or oral briefings by the DCI or other officials as
25X1 it deems dppropriate. [:::] “- o _ o
cC. The SCC shall conduct an annual review of sensitve

collection operations and report thereon to the NSC as required

[N

.- e . CONFIDENTIAL
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by Section 1-306 of Executive Order 12036. The purpose of the .
annual review should include evaluation of decisions to approve
. or disapprove proposed operations and review by- means of a

. 3 i for
sampling procedure of the DCI's selection of operations 10

25X1
approval.

. CONFIDENTIAL
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onorable 2Zbigniew K. Brzezinskil-
ssistant to the President for
National Security Affairs
he White House )

600 Pennsylvania Avenue, N.W.

‘ashington, D.C. 20500 -

-~

year Zbig,” . - o

As you know, Sections 1-303 and 1-306 of Executive
yrder 12036 provide, respectively, that under standards
.stablished by the President proposed sensitive foreign
intelligence collection operations be reported by me to you
2s Chairman of the SCC for appropriate review and approval
and that the SCC conduct an annual review and report to the
NSC concerning such activities. As you also know, the
president has not formally established any standards or
procedures in this regaxd, although he did make a relevant
handwritten comment on a memorandum 1 sent him on 7 January
1978, priorx_to the issuance of the executive order, concern-—
ing the appropriate scope of this SCC responsibility.

In order to regularize the review process, I am pro-
posing that the enclosed standards and procedures be con-
sidered for adoption by the President. If you agree with

this proposal, you may wish to circulate it among the members

of the SCC and request their views prior to its submission

to the President with a recommendation that it be approved

by him. . . .
- | Yours, -
/s/ Stansfield Turdsr
STANSFIELD TURNER
Enclosure
< - ) )

¥
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STANDARDS AND PROCEDURES FOR SPECIAL COORDINATION COMMITTEE
REVIEW OF SENSITIVE FOREIGN INTELLIGENCE .°

COLLECTION OPERATIONS

1. The following standards and procedures are hereby .
established relating to Special Coordination Committee (SCC)
review of proposed and ongoing sensitive foreign intelligence
collection operations, pursuant to Sections 1-303 and 1-306

of Executive Order 12036.

Proposed Sensitive Collection Operations )

2. It is the responsibility of the Director of Central
Intelligence (DCI) to determine whether particular intelli=

gence collection operations qualify as sensitive operations.
In making these determinations the DCI will take into account

the following considerations, among others:

a: the risk of exposure or compromise of the
operation; :

b. the likely consequence of exposure or com-

promise in terms of
(1) loss of human life;

(2) loss of valuable intelligence informa-

tion or sources;

(3) detrimental foreign relations effects,
including effects on current or planned treaty or
other negotiations; A

(4) damage to our national image, domestically

and internationally; -
c. whether the conduct of the operation requires

that an exception be made to otherwise applicable
policies or regulations concerning the conduct of

foreign intelligence activities.

d. whether the operation involves any unresolved
issves of legality or propriety.

Approved Fer Release 2007/05/11 : CIA-RDP86-00101R000100020011-0
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be sensitive will be reported by the DCI to the Chairman of
the SCC. The reports may be either oral or in writing. They
will describe thé nature and scope of the proposed operation,
the reasons for its sensitivity, and the intelligence benefits
to be derived. The Chairman may at any time require written -

elaboration of an oral report.

4. Collection ‘operations not originally deemed to be . .
sensitive by the DCI will be reported to the Chairmdn in the-
manner described in paragraph 3 above, if in the view of the
pCI they become sensitive prior to being terminated. :

With the concurrence of the Chairman, the DCI may
sensitive operations by category, but in

uire additional xeports

1s falling within the category.

5'

report proposed
such cases the Chairman may req

concerning any specific proposa
6. It -is the responsibility of the Chairman to deter-—

‘mine whether and to what extent proposed sensitive collection

operations reported by the DCI should be reviewed by the

scc, and whether such operations should be subject to

* approval by the SCC. ’ : -

Annual Review of Ongoing Sensitive Collection Operations

7. The SCC will conduct an annual review of ongoing
sensitive collection operations. The Chairman will deter-—
mine the scope of this review, including which specific
operations or types of operations are to be covered. In
this connection the Chairman may require such written or
oral briefings by the DCI or other officials as he decmns

appropriate.

8. Followiﬁg its annual review of sensitive foreign
collection operations, ‘the SCC will make such rxeports to the

NSC as it deems appropriate. . ;

-
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MEMORANDUM FOR: 'Deputy Director for Operations fue —
Deputy Director for Administration '
Chief, Policy Coordination Staff/Policy

r_suldgngg_gnd Legal Affairs/DDO
STAT Policy and Plans Group/0OS

FROM : Anthony A. Lapham -
General Counsel
SUBJECT : Charter Legislation Issues Papers To

Be Discussed At SCC Meeting Scheduled
for 24 April

1. Enclosed, for your information and review, are
copies of two issues papers that were prepared by this
Office in coordination with appropriate components of the
DDO and the Office of Security and will be the subject of
discussion and decision at an NSC SCC meeting now scheduled
for 1500 on Tuesday, 24 April.

2. We are preparing a memorandum for the Director that
will summarize the issues and make recommendations concerning
which of the options in each case should be supported by him
at the SCC meeting and you will be provided with a copy of
that memorandum when it has been completed You may wish to
provide the Director with your own views on these issues and
optlons prior to the SCC meeting, either independently. of,
or in response to, that memorandum.

STAT

Anthony A. Lapham 4

Enclosures
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CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C, 20505

0GC 79-03474
13 April 1979

MEMORANDUM FOR: - :Department of Defense
: ‘=~ Attn: Deanne Siemer
Department of Justice . .
Attn: Xen Bass
. Department of State
Attn: Jeffrey Smith
Department of the Treasury
R Attn: J. Foster Collins
- Department of Management and Budget -
' Attn: Arnold E. Donahue : :
Federal Bureau of Investigation
_ Attn: James Nolan - o

STAT o - .. National ecurity Agency
L ‘ .~ Attn: i | :
‘ ° National Security Council

Attn: Sam Hoskinson

Office of the Vice President )
Attn: Marilyn Haft

Anthony A. Lapham
General Counsel

FROM

Issues Paper for the Special Coordination
Committee Concerning Potential Sources of

Assistance

SUBJECT

Enclosed, for your information, is a copy of the final
revision of the Issue Paper concerning potential source
investigations as provided o the NSC and incorporating
relevant comments from you. I presume this paper. will be
the subject of an SCC meeting in the near future. :

“STAT

Anthony A. Lapnam 7

Attachments ~ -;

0GC:ARC:tad . L ' .
Distribution: . - : T ' ////
Orig - Addressees ' ‘

OGC SUBJ: LEGISLATION-Intelligence Charters ARC holding

1 -
1 - Chrono
1l - JED

1l

- ARC Signer

Approved For Release 2007/05/11 CIA-RDP86-00101R000{00020011 -0 _ el
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Wishingion. D € 20505

OGC 79-03473

12 April 1979

MEMORANDUM FOR: David Aaron
. Special Coordination Committee
The White House

Anthony A. Lapham

FROM T
g - General Counsel
SUBJECT - "¢ Issues Papef for the Special Coordination

Committee Concerning Potential Sources
of Assistance : :

The 28 March memorandum from the Assistant to the.
President for National Security Affairs assigned to CIA
responsibility for, among other things, the preparation and
coordination of an SCC Issues Paper regarding the collection
of information concerning U.S. persons who are considered to
be potential sources of intelligence information or assistance.
The final version of such a paper, having been coordinated
with DpOD, DOJ, State, Treasury, OMB, FBI, NSA, the NSC, and.
the Office of the Vice President, is enclosed for your use
in arranging an SCC meeting on this subject.

K\ 7 STAT

aAanthony A. Lapham

Enclosure
OGC:ARC:am

-~

cc: Working Group Members

Distribution: o . A L
Orig - Addressee = i ‘ T ST
OGC Subj; Legislation-Intelligence Charters ARC holding
-~ Chrono . S LT . >
- JED _ Lo e . L
ARC Signer 4 : - ,

M
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COLLECTION OF INMJRMATION CONCERNING POTENw?AL SOURCE

INTELLIGENCE CHARTER ISSUE PAPER FOR THE

SPECIAL COORDINATION COMMITTEE

I. Background: It is the purpose of this paper to present
for SCC consideration and resolution issues relating to the
colleéfion of information concerning United States persons
without their cansent when such persons are determined by
United States intelligence entities to be potential sources -
of information or operational assistance. Since there :
appears to be no serious objection to collection of information
concerning United States persons who have agreed to provide
assistance and have consented to such collection or who are

~ being considered for employment or as contractors with an =~ .
intelligence entity, even utilizing false credentials to :
conceal the intelligence interest because of the nature of
the activity for which assistance is sought, these two types
of collection are not discussed further below. AP

-t et o .

: The issues presented relate to whether charter legislation
should: S e R T
a. Authorize collection of information concerning
United States persons who are identified as potential
sources of information or assistance without their
consent;

b. Limit the length of time during which such
collection without consent may be conducted; and, :

c. Limit the means by which such collection .
without consent may be conducted.

1I. Current Practice: United States persons who may be in

a position to provide information or assistance to an
intelligence entity may come to its attention in a variety . -
of ways including chance encounters, recommendations from o
existing sources, official inguiries’ and positive efforts to

seek out persons with particular types of contact.or capabilities.

EFxecutive Order 12036 provides that information that is
not available publicly may be collected without the consent o
of the United States person concerned when that person is .
recasonably believed to be a potential source or contact, but
only for the purpose of determining suitability or credibility.
Such collection activities are required to be conducted
subject to the order's restrictions on the use of various
collection techniques and pursuant to procedures approved by
the Attorney General. The required procedures, while under
development, have not yet been finalized or implemented.

.-
R — -

e . . B BN R
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- When a United States person who may be a useful source
or contact is identified, preliminary inguiries may be made -
without the knowledge or consent of that person in order to
determine whether to attempt to solicit the person's assistance.
‘During this preliminary stage, a review of publicly available
‘information may be conducted, requests may be made for :
reviews of the records of the intelligence entity and other i
entitiés, and inquiries may be made to establish or confirm i
identity or suitability.. To make these potential sources
aware of the intelligence interest and objective before’ .
assessing their veracity, reliability, loyalty, and receptiveness
is to risk premature disclosure and frustration of the )
objective, undue exposure of the identities of the intelligence
- employees involved, or the subsequent failure of the activity ‘
jtself due to difficulties with the source that could have
been anticipated as a result of a preliminary inquiry. -
. When it appears that the United States person has the
' “requisite contacts or capabilities, and may be a suitable
‘prospect (a benchmark that may take varying lengths of time
to reach depending upon the circumstances of each case) the
person's assistance is solicited and the intelligence, or,
in limited circumstances abroad, the United States Government,
interest is revealed. If the person agrees to cooperate,
consent is obtained for further inquiries.

+

III. Issue — Whether Consent Should Be Required: Under
Executive Order 12036, nonpublic information may be collected
concerning United States persons who are reasonably believed
to be potential sources or contacts without their consent.
The order does not require that such collection be approved
at any particular level of authority within the collecting
entity. However, such collection is limited under the order
by the restrictions on the use of various techniques and by N
the requirement that collection be limited to that information
necessary to determine suitability or credibility and be ‘
conducted pursuant to procedures approved by the Attorney -
General. = . o ‘ A R ST

¢

The Senate bill, S. 2525, would have authorized col-
lection of information concerning a United States person
reasonably believed to be a potential source of information
or operational assistance to the extent necessary to determine
suitability or credibility.. The consent of the subject Cog
would be required except where a designated official of the.
intelligence entity collecting the information has determined
there to be a serious intention to utilize the United States
person as a source and that requesting consent would.jeopardize - =~
the activity for which the assistance of the United States .0
person is to be sought.. The SSCI has continued to maintain .t .. . -
this position in its most recent (November 1978) statement TR
of the intended conduct of charter legislation. . S

.o
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A general reguirement, with narrow exceptions, to
obtain.the consent of any United States person believed to
be a potential source or contact prior to collecting non-
public information as to that person's suitability would be
intended, obviously, to limit the numbers and circumstances
of unconsented collection activities of this type. Rather
than proceeding without consent in all cases, a careful
determination would be required in ecach case as to whether
to obtain the subject's consent and only a select number.of
such collection activities likely would be conducted without

such consent.

In opposition it may be argued that such a requirement
is needless since the collection would be self-limiting
(i.e., information necessary to determine "suitability"” or -
"credibility") and the most threatening collection techniques
(i.e., electronic surveillance and monitoring, physical -
searches and mail surveillance) would not be available for -
this purpose. Further, a requirement that consent be ‘

. obtained except where security concerns militate against -
requesting it, may be ineffectual and the exception might -
quickly become the rule since preliminary collection of one
degree or another is necessary in virtually all cases to ..
determine whether the assistance and consent of the person

should be requested.
The alternatives aépear to include:

Option A - Require consent in all cases prior to
any collection of nonpublic information to determine
suitability or credibility of a U.S. person as a
potential source or contact; o

Option B ~ Require such consent as a general
rule coupled with authority for officials at appropriate
levels of the entity to invoke exceptions in cases S
where there is some concern as to the subject's suitability

or credibility; . - ST o B D
Option C - Do not requiie consent but leave it |

to limited authorizing language and the restricted

means by which it may be accomplished to regulate

unconsented collection; . : ; LT

‘option D.- Do not reguire consent in statute but
leave it to entity procedures approved by the Attorney
General to limit the nature and extent of such collection.

Iv. Issue - Limitations on the Time Allowed for Unconsented _
Collection: If it is determined that some degree of collection . .77
should be authorized without the consent of the United States - S

£y - BT
- o T Sl Talo e i . T
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person who 15 & 7 ;
is raised concerning whether a time limit shouUTd be imposed

on such collection activities.
Executive Order 12036, includes no such time limit.

The Senate bill would have limited all collection for
such purposes, apparently whether consented or unconsented,’
to 90 days without exception and without provision for
renewal: or extension. The most recent SsCI position paper

advocates "strigt time limits.” : -

A time limit on collection of this type would be .
intended to prevent extended gathering and accumulation of
information concerning.any unwitting United States person
merely on the basis of an intention to utilize the person as
a source or contact at some future date. Requiring that all
such collection cease after 90 days would require that only-

a limited, specific inquiry be conducted and would discourage
overbroad collection activities. - . - [ S B ?

- The difficulty with such a: time limit, especially where

no provision is allowed for extention or exception, is that
it presumes a precise and focused dedication of resources :I° ‘
and fails to recognize the realities or practicalities of o
this type of collection. Merely requesting, receiving and = . "
“assimilating information in the records of selected federal
agencies may frequently require over 30 days, especially ’
when the United States person has had extensive foreign
contacts. Such a time limit would effectively bar such
collection if it were to include in the 90-day limit the
collection that occurs after the consent of the subject is
obtained since such background investigations often require

a minimum of 180 days:. . - , L

The alternatives appear to include:

Option A ~ Impose a specific time limit, such .
as 90 or 180 days, on unconsented collection of non-
public information to determine the suitability or
credibility of a U.S. person as a potential source or

contact;

Option B - Impose such a limit on unconsented
collection of this type but allow officials at appropriate R
levels of the entity to invoke exceptions or allow - . ’
extensions and renewals;'iﬁ;';'i;3 e R

option C - Impose ﬁd‘time 1imit on sﬁéh colleétibn’;;

but leave it to the finiteness of available resources,

the non-availability of the most intrusive techniques, " % |
and the language of the authorizing provision to- = - .-l
narrow the type and amount of information that may be . .
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coilected and thus the period of time during which
collection will continue; or, -

Option D - Include no time limit in statute,
leaving it to procedures approved by the Attorney
Ceneral to regulate the duration of such collection.

V. IsSue - Restrictions on the Means By which Unconsented
Collection May Be Accomplished: A determination that - - '
unconsented collection of nonpublic information to determine .
the suitability or credibility of United States persons as
potential sources or contacts should be authorized also

results in an issue concerning whether there should be
statutory limits on the means by which such collection may

be conducted.. -0 o ]
~ "Executive Order 12036 does not 1imit collection of: .

public information and does not jnclude specific limitations A

on techniques for collection of nonpublic information that = .

concerns a United Stateérperson’s_suitability or credibility =~ = 7~

as a potential source or contact. However, the conditions.

imposed by that Order on the use of electronic surveillance -.

and monitoring, physical scarch and mail opening, and mail .

surveillance, effectively prohibit the utilization of any of.~

those techniques (except that physical surveillance may be

used by the FBI "in the course of a lawful investigation")

to collect information concerning an unconsenting United

States person because that person is considered to be a

potential source or contact.

The Senate bill would have gone further and limited
collection for this purpose to gathering of publicly available
information, requests for existing information from the '
records of federal agencies, and "interviews" (not defined
but apparently understood to mean individual inquiries
without disclosure of the intelligence or United States : _
Covernment affiliation of the personanitiating the inquiry). --. -

It is argued in support of such restrictions that this
type of collection should be strictly limited because the
United States persons jnvolved may not only have violated no T
l1aw, but may not even be in possession.of information OF <. = i lwens
foreign intelligence ox counterintelligence value. =~ Yet they -7 7= -0
may be subjected to scrutiny by the government because of _ 5 -7
mere circumstance or acquaintance. On the other hand, such =7~
1imitations on techniques are opposed as jmpractical and
unnecessary since there will be sufficient limitations on - S
the type of information to be collected, and the use of the .0 i
most intrusive techniques will be effectively prohibited for S
this purpose. BAccordingly, the practical difficulties : - :
raised by arbitrarily 1imiting the remaining means of . .

- +
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collection, and the definitional problems (e.g., what is
"publicly available," what are "interviews") outweigh the

benefit to be gained.
The alternatives appear to include:

option A - iﬁpoée‘nd“édditional limitations on use
of- particular techniques to collect nonpublic information
concerning the suitability or credibility of United. :

States persons who are potential sources or contacts
without their consent;

Option B - Impose no additional limitations on
such collection but note that electronic surveillance
or monitoring, physical search and mail opening, and

“mail surveillance may not be used for this purpose;

. LD S T s
JRNCY ShE H -

. ’detidﬁhc'?'Limif(cdliéctibh‘for this purpose to . .
public information, "national agency checks,” and
"interviews" as in 'S. 2525§- .- - ' L

>

L

. Opfion D‘— Limit collection fof this purpose by ..

specific reference to all or some of the additional 7 . -.

techniques available, such as acqguiring "public" and
"nonpublic” information, pretextual and third-party
interviews, physical surveillance, incidental collection,
inquiries to existing or newly-developed sources, and ...
national agency checks; or,

) Option E - Include no' limitations on techniques in
statute but leave it to procedures approved by the
Attorney General and restrictions on intrusive techniques
to regulate these collection activities. -
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Washingion D.C. 20505

17 April 1979

MEMORANDUM FOR: ~Department of Defense
Attn: Deanne Siemer
Department of Justice
Attn: Ken Bass
Department of State
- Attn: Jeffrey Smith
Department of the Treasury
Attn: J. Foster Collins
Office of Management and Budget
Attn: Arnold E. Donahue '
Federal Bureau of Investigation
Attn: James Nolan
National Security Agency’
Attn: | |-
National Security Council
Attn: Sam Hoskinson
Office of the Vice President
Attn: Marilyn Haft

FROM : Anthony A. Lapham
- General Counsel
SUBJECT : Issues Paper for the Special Coordination -

Committee Regarding Personnel and
Physical Security Investigations

Enclosed, for your information, is a copy of my mem-
orandum to the NSC transmitting a copy of the issue paper
concerning personnel and physical security investigations.
This should be added to your list of items that will be
discussed at a future meeting of the SCC.

Anthony A. Laphall

-

3

i
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MEMORANDUM FOR: David Aaron _
Special Coordination Committee '
The White House

FROﬁ( ' : Anthony A. Lapham .
o _General Counsel : :
SUBJECT : Issues Paper for the Spécial Coordination

Committee Regarding Personnel and
~Physical. Security Investigations

The 28 March memorandum from the Assistant to the
President for National Security Affairs assigned CIA re-
sponsibility for preparation and coordination of an SCC
jissues paper regarding collection of information that
concerns U.S. persons in the context of physical and person-
nel security investigations. Enclosed, for consideration by
the scc, is a copy of such a paper that has been coordinated
with DOD, FBI and NSA, and has been made available for '
comment by the other members of the Working Group.
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PHYSICAL AND PERSONNEL SECURITY INVESTIGATIONS
) INTELLIGENCE CHARTER ISSUE PAPER FOR THE

- ) ‘SPECIAL COORDINATION COMMITTEE

— ~, =
- . -
-

s in summary fashion -
current practicesg and procedures in the conduct of personnel .
and physical security investigations by the entities of the
intelligence community. and presents basic issues that .
require resolution by the Special Coordination Committee in
order to develop intelligence charter provisions governing
the collection of information that concerns United -States
persons for these purposes. The general issues in this area

ares

I. Background:ztihis paper describe

a. Whether, and undex what conditions, authority

should be granted forx unconsented collection of nonpublic
information that-concerns U.S. persons in the course of e
personnel security investigations; . ' . - Lol

b. Whether, and to what extent, should authority be -

granted fox such collection in connection with maintaining

the physical security of intelligence facilities,
information, and personnel; and, '

c. Whether, and subject to which limitations, should -
such collection be authorized in order to identify,
jinvestigate or prevent breaches of security rules,
regulations and contractual obligations.
(Y. Current Practice: Fxecutive Order 12036 currently
anthorizes CIA, DOD and NSA to protect the security of their
installations, activities, information and personnel by
"appropxiate means" including "such jnvestigations, of
applicants, employees, contractors, and other persons with
similar associations" with those entities as are necessary.
Current security investigative activities that concern U.S.
persons may be loosely grouped under three general hecadings:
(i) personnel security, (ii) physical security of facilities,
information and _pexsonnel, and (iii) violations of security -
rules and regulations. These types of activities are all
engaged in, to one degree or another, by CIA, DOD, FBI,

State, and NSA.

(i) Personnel security jnvestigations would include
the collection of information concerning U.S. persons who
are being considered for access to intelligence information
or facilities and would include applicants for various forms

-
L.
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" of staff or contract or proprietary employmen r Ior
clearances, sources Or contacts who have agreed to assist
the government, contractors, consultants, detailees, and
service personnel (such as guards, painters, and telephone
and other equipment maintenance personnel), and present
employees,~contractors, consultants, or other persons with
current access to intelligence information to determine
their continued suitability for such access. Background
jnformation would .be collected concerning individuals in .
these categories_fhrough means and to a depth that would = - .
very depending on the degree and scope of access to be -
avented. The minimum inquiry would consist of a request for .
revicw of entity, national agency, or local and municipal
pcLica records for .any existing information concerning the
subject, and the maximum inquiry would- involve a "full field
invertigation" that could delve as much as 15 years into the
subject's background and include, at least as to CIA employees
and civilian employees of NSA, a polygraph interview. 1In
addition, periodic reinvestigations of these types of
persons, including a counterintelligence-oriented polygraph
interview, could be scheduled 'as appropriate covering the
inta-vening period since the last investigation. All such
inquiries currently are conducted only with the consent of

the invididual concerned, except for preliminary national -
acency records reviews that may be conducted by CIA solely

to establish the identity of a potential source or contact.
tvlin collection of information concerning potential sources

*«; the subject of a separate issue paper.) Spouses of

;pplicants for employment may be the subject of national

agency records reviews, and the new spouse of a current
employee may be the subject of a field investigation inquiry
extending over the prior five years. Field investigations
could. include neighborhood inguiries, birth recorxds, and

. police and, if appropriate, credit inquiries. In certain

" background inquiries conducted by CIA where cover considerations
require, the subject, although providing biographic data and
consenting, or the persons being interviewed, may not be’
syere that the subject of the inguiry will be working either
for an intelligence entity oxr for an entity assisting the
U.S. Government. . - e

(ii) Physical security investigations encompass so-- |
called "site suitability" reviews and threats to the integrity .
or safety of entity facilities, information, or personnel. - .-

. Site suitability investigations entail preliminarily surveying g
the area surrounding the proposed location of an overt or o
clandestine intelligence activity and reviewing entity, and.
sometimes national agency, records to determine whether
entities or persons in the immediate area pose a security
problem for the activity. For example,- it would not do to
jocate a CIA or FBI meeting site next door to a ‘Soviet trade
mission. Investigations relating to threats to facilities,

2
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sonnel are tailored to the circumstances.

Wwhere a crowd or demonstration appears to pose a threat to

an. installation, the appropriate federal, state, military,

or local police authorities are contacted and the intelligence
entity representatives generally 1imit their activities to
support of these police officials and to observing the crowd
behavior at or near the facility. Suspicious activities by
individuals outside entity ‘facilities (for example, use of
telephoto lens cdmeras or listing license plate numbers of
cars entering or-leaving) are also reported to the police, .
and the entity activity may be limited to obtaining a - .
license plate number and attempting to identify the persons o
jnvolved. Entity officials also would notify the FBI or
Secret Service, as appropriate, of the contents of threatening
mail or if the author of such mail should appear in the

area.- Where intrusion into an intelligence entity facility

has occurred, the FBI, or local police if cover considerations
require, would be notified and would investigate from a -
criminal or counterintelligence standpoint depending on the
circumstances. Overseas, depending upon the circumstances,

the local police may be contacted or the entity may ‘conduct et T
its own inquiry. - s e o [T

information, or per

o(iiy) Breaches of security may be either inadvertent
or deliberate. Inadvertent breaches by employees are
investigated, and remedied administratively.

usually discovered,
Collection of information would proceed through interviews -

with the offending and other c¢mployees to determine the
circumstances of the breach. Deliberate breaches of security
regulations or suspected leaks by employees would be investigated
by interviews with employees with knowledge of the situation.
Executive Order 12036 reguires that senior intelligence,
officials recommend to the Attorney General that serious or
- continuing security breaches be investigated by the FBI and

where it is suspected that'an employece may be furnishing
information to a foreign entity, the matter .would be turned

over to the FBI. ) - R s

JIIX. " Issues

) 1. Personnel Security. Executive Order 12036

Juthorizes the DCI to protect intelligence sources and

methods, by lawful means, against disclosure by present CIA
employees ox contractors. It also authorizes investigations,

as necessary, of applicants, employeces, contractors, and - '

other persons similarly associated with CIA, DOD, or NSA and
permits by other than intrusive techniques the collection

(using physical surveillance in some cases), retention, and
dissemination of nonpublic information concerning U.S. -
persons without their consent when acquired in the course of . .-
"lawful® personnel security investigations or when related

to present ox formex employees, present or former contractors

or their employees, and applicants for such employment ox
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contracting when necessary to protect intell1§ ~Sou
or methods. In limited circumstances this collection may
include physical survei

1lance and pretext interviews.

S. 2525 would have authorized CIA to conduct "background

investigations” (without_elaboration but presumed to reguire

consent) concerning applicants for employment, and would

have'authorizgd‘dissemination of information concerning the
trustworthiness -@f any U.S. person who has, had, or is being

considered for, access to_classified information. =~ R

The issue is whether, and to what extent, statutory =~ .
authority should be provided to collect nonpublic information - e
that concerns U.S. pg;§ons-without*their;consent in théa . <. . = o
,context:offpégsonnel_sééﬁrjty“iﬁvestigations. It is assumed ... - I

thatmgnymggghugutbpjity:foF‘péisbnnel security investigations 7 oorTTTT
need not extend to persons® beyond present employees and T
their spouses to a limited degree, present contractors of . T
various types and their employees, applicants for employment .. .o .
with an intelligence entity ox proprietary and their spouses - . - -
and close relatives to a-limited degree, applicants for B

contractor status, and persons who. are being considexed for— YT
access to intelligence‘facilities"Br'ihfdfmation;’ Tt is-— - T =
also assumed that such authority need not $nclude use of . o= -
electronic surveillance (or monitofing),'physiéal“searchééiifinff Tl
- {(including mail opening), or mail covers. The techniques " .7
that remain for consideration include only nonpublic sources:-- g

of information, physical surveillance, covert human source =
inguiries, pretext an

d third party intexviews, and federal,
state and local recorxds reviews. The options then appear to
include: '

~_option A - Provide no authority for collection of-
~ nonpublic information without consent; :

" 'Option B - Provide 1imited authority for such col- .

— — " lection only +o the extent consent is unavailable -Or. . el .-

 impractical, "and only as necessary to determine suitability.-®- -

or trustworthiness, and only through use of all or some ol oo

of the available techniques;,

Option C - Provide unlimited authority for such collection, -
or authority limited in some general way as to extent :
or technique, but subject to regulation by entity.
procedures approved by the Attorney Generalj; T

Ootion D — Provide unlimited authority, leaving iegulation.
to entity heads. oo ) _ )

»
e g —
y e e e e e o e e——

o ——— ArIOVE T RE16358 2007 ST A RDRS6-004C




‘Approved For Release 2007/05/11 : CIA-RD
‘ : -RDP86-00101R000 -
bl %8316002121%%31’01 zes

2. Pphysical Security. Executive Order

CIA, DOD and NSA to protect the security of their facilities,

information, and personnel by "appropriate means". The
Order also permits collection {(using physical surveillance

in some cases), retention, "and dissemination of nonpublic
snformation that concerns an unconsenting U.S. person

arising out of *lawful” physical security jnvestigations, or
concerning present or former employees OL contractors oxr.
theirx contacts,“ox{concerning persons or activities that .
constitute a."clqgr threat* to anY.intelligence facility or . .
personnel provided it is retained only by"thé-thféatened'f“ T
entity and the Secret Service and FBI if appropriate. - The N
Order further exempts from jts restrictions concerning = -
relations with law enforcement duthorities, cooperation with -
law enforcement entities to protect facilities and personnel.. - s o

.,

- .7 g. 2525 would have auihorized'unconsented collection of - .. = -
jnformation concexrning any U.S> person in or near an intelligence
facility to determine whether to exclude that person, but-.. - T
such collection would. have been limited to physical-surveillance,“’_'-~~
.and requests for revigws‘of,federalldSﬁate_aﬁ@ ljocal entities. [
In addition, S.'2525_would_haye;apﬁhprizqd”unconsented, T e e LT
nonpublic collection as to U.S. persons_ who are "reasonably. " T 7 h

. believed to bg_engaging,in any activity which poses a clear - - ~

threat" to any intelligence facility or personnel, but such-~ i

collection would have been 1imited to physical surveillance | .

in the immediate vicinity of the facility, pretext interviews,. .- -

and requests for reviews of federal, state and local entities.

Again the issue centers on whether and to what extent

- should authority be provided to collect nonpublic informa-
tion that concerns U.S. persons without their consent in the-
context of physical security'inveStigations. Tt is assumed
. here also that specialized authority to use electronic - o
" surveillance and monitoring, physical secarches. (including

mail opening), or mail covers is unnecessary. This leaves
_ open for discussion the use of such techniques as physical

surveillance, nonpublic;sourcesTofjinfopmation, covert human —-===- -

sources, pretext and third party,interviews, and federal,

state, and local records reviews. The options then appear

to include: . .

. . . . 1 . .
Option A - Provide no authority for collection of non-=
public inférmation without consent. . | .

Option B — Provide 1imited authority for such collection - -
only to the extent necessary to protect intelligence
activities (e.g., site suitability investigations) or

in the U.S. to determine whether to refer a matter

(e.g., threats or disturbances) to. law enforcement
authorities, and only through use of all or some of the

available techniques.
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Option C - provide unlimited authority for such col-
jection, or authority 1imited in some general way as to

extent or techniques, but subject to regulation by

entity procedures approved by the Attorney General; L___

option D - Provide unlimitedfauthority, leaving regulation
to entity heads.. o » o T ST e

. 3... Breaches. of Secufi;x. Executive Order ié036'f— T
places responsibility in the DCI to protect against disclosure ___ ...
of intelligence sources and methods by present or former CIA " _ ~_ .~

- - employees or contractors through "lawful means®. Senior—- _ _--ot- T
intelligence officials are ¢ g

harged by the Order with reporting - -~ -
" serious or qontinuiﬁg'security breaches to the attorney - LT
General -and recommending an FBI investigationa‘-?his provision - - & <~
was intended to focus resppnsibilitj for investigating T TV I T
security violations in th Tt
compensate-for the 1imitations imposed upon such activities
by thelintelligence_entities. The Order also authorizes ... ... .0~
CIA, DOD and NSA to protect security by "appropriate means™, - .

_Qﬁplbyées}fﬂwf';*?f'”

~
~—a— L

e FBI and, to some extent, to = T

... including necessary investigations of applicants,
contractors, and other similarly associated persons. - Physical” _
curveillance is permitted by the order for the purpose of ~ =77 77T ...
protecting intelligence, sources and methods so long_as ' =~ RN
1imited within the U.S., insofar as U.S. persons'are:cohcerned{ L
_°  to present employees, contractors and their employees, " . .. . S TeT
- military personnel, and persons in contact with such persons, - - --=
and outside the U.S. also to persons formerly in any of _ - . =
these categories. Collection, retention, and dissemination T
of nonpublic information concerning U.S. persons without-
their consent is permitted under the Order regarding present’
or former employees, contractors and their employees, and L
persons in contact with them, when necessary to protect . ' R
. sources and methods from disclosure. T L CL T e e

S. 2525 would have provided authority to collect
information concerning U.S. persons who are employees, O - ... ==t
~ contractors and their employees to determine whether -they —= i msemazwz
have violated any security rule or regulation. Such collection-= ——--"
would have required entity head approval to proceed beyond T T
180 days or to use covert human sources, mail covers, - _
physical surveillance, or tax or, other confidential records. o
~In addition, S. 2525 would have provided authority to collect .. ..
Information concerning U.S. persons in contact with suspected-—-= 1
jntelligence agents, but 1imited to 90 days and only to__ - .« _ "o
identify the person and determine whether the person has, R
had, or will have access to sensitive information. In its
November 1978 position paper, the SSCI indicated its_ preference ..
that investigations of employees ox former employees not be T T
authorized unless there is "some evidence or reasonable e
probability” that the person has or is about.to ‘violate T

security regulations.

-
« " .-
“ o S L T
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as before, is focused on he nature an

hould be granted in statute to

d investigate actual or

s, regulations, or . _

The issue here,
extent of the authority that s
collect nonpublic information an
suspected breaches of security rule
contractual obligations by U.S. persons without their .
consent, and the means by which such investigations should “:jif'_
be carried out. Again it is assumed that electronic surveillance
and monitoring orx- physical searches (including mail opening) '
will not-be usedifor these purposes. It is also assumed -
that investigatory authority in this context need not extend .-
beyond present and -former employees and contractors and 70
their employees, as well as, to a limited degree, persons -
with whom these individuals come "into contact. The options -

~ appear_ to_include: .- .-° - . : | RS

[
Phoe,

et T e B e mw . TESR e amEmgt T .. —— .
en e eSS

- Option A-; PfoGide,ho:aﬁthority for collection of -~ T -o-
) nonpub}icﬁinformationﬂwithout consent. - .

option B - Provide unlimited authority for intelligence
entities to collect nonpublic information concerning

U.S. persons for these purposes, with or without a’ o T
specific statutory standard.- el B

option C - Same.as_Option'A but require entity procedurxes
approved by the Attorney General. _ )

e option D - Provide 1imited authority thrdugh such means.-. .. — ...
&s time limitations and restrictions on the use. of :
certain techniques. . L ' .

bbtiaﬁ E - Provide limited authority to the intelligence
entities but augment the responsibility and. authority
of the FBI to conduct such investigations on behalf of =~ _ .

... the intelligence entities. ' o _ : :

7 ‘ ) ) A‘ .‘
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- 23 April 1979

MEMORANDUM FOR: Director ofVCentral Intelligence

VIA : Deputy Director of Central Intelligence

FROM : Anthony A. Lapham -
General Counsel

SUBJECT : Background for SCC Meeting Scheduled for

Tuesday, 24 April i

1. Action Requested: It is requested you review and
consider this memorandum and its attachments in preparation
for the 24 April SCC meeting at which the attachments will
be discussed. Copies of this memorandum and the background
papers have been provided to the DDO, the DDA, and the
Office of Security in order that they might provide their
comments and recommendations directly to you.

2. Background: The attached issues paper on collection
of information concerning U.S. persons who are potential-
sources of assistance (Tab A) and physical and personnel
security investigations (Tab B) were prepared by this Office
in coordination with appropriate Agency components and the
other intelligence entities represented on the Charter
Legislation Working Group. They will be discussed and the.
issues they describe will be resolved by the SCC on 24
April. The issues are summarized below along with a recom-
mendation of the position to be advocated.

3. Potential Source Collection

a. Whether to authorize collection of nonpublic
information that concerns U.S. persons without their
consent when such persons are considered to be potential
sources of assistance or information (Recommendation:
Option D - do not require consent but allow such
collection to be regulated by AG-approved procedures).

Choosing this option will essentially maintain the status

quo, except insofar as we are constrained by the very unclear
decision in the case of Weissman v. CIA, 565 F. 24 692 (D.C.
Cir. 1977), which limits our authority to conduct "investi-
gations” of unwitting Americans who have no "connection"

with CIA, without their consent. Leaving aside this decision,

Approved For Release 2007/05/11 : CIA-RDP86-00101R000100020011-0
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which has been given effect ijt:::::] E.O0. 12036 authorizes STAT
unconsented collection of nonpublic information concerning

U.S. persons who are reasonably believed to be potential

sources or contacts to the extent necessary to determine

their suitability or credibility, subjeéct to AG-approved

procedures governing collection generally as well as the use
of various collection techniques. The absence of authority
to conduct at' least preliminary inquiries of this nature
without consent would result in substantial harm to the
Agency's recruitment activities. .

b. Whether to include in statute a specific time
1imit on such unconsented collection (Recommendation:
Option C - do not impose a time limit in statute but
leave regulation in this regard to the indirect controls
resulting from the limited nature of authorized collection
and AG-approved. procedures governing use of partlcular
techniques).

Again this would essentially maintain the status quo since
E.O. 12036 includes no time limit on such collection. Also,
the absence of a time 1limit would be consistent with the SCC
decisions prev1ously arrived at that have resulted in no

time limits in the statutory provisions governing collection
of foreign intelligence and. counterlntelllgence that concerns

U.S. persons.

c. Whether to impose statutory limitations upon
the techniques that may be used to accomplish such
collection (Recommendation: Option E - do not include
limits on use of various techniques but leave regulation
to AG-approved procedures governing their use).

*

This option also conforms to current practice since E.O.

12036 does not require that particular types of collection

be accomplished only through spec1f1c, identified techniques.
Rather, collection of various types is authorized and specific
techniques are made available in certain circumstances and

are regulated by AG-approved procedures.

4. Personnel, Physical Security Investigations

a. Whether, and to what extent, to authorize
collection of nonpublic information that concerns U.S.
persons without their consent as part of a personnel
security investigation (Recommendation: Option C -
provide authority for such collection through all
except the intrusive techniques and subject generally
to AG-approved procedures).

“Approved For Release 2007/05/11 - CIA-RDP86-00101R000100020011-0
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This option essentially captures existing practice since

E.O. 12036 permits such collection in the course of a "lawful
personnel security investigation," but requires regulation

of collection generally and of the availability of parti-
cular techniques by AG-approved procedures. As is noted in
the issues paper, at the current time almost all CIA inquiries
of this type have the consent of the subject.

b. Whether, and to what extent, to authorize
collection of nonpublic information that concerns U.S. .
persons without their consent as part of a physical :
security investigation (Recommendation: Option C -
provide authority for such collection through all but
the -intrusive techniques, and subject generally to AG-
approved procedures).

Again, this option merely preserves.current practice under
E.O. 12036 which allows such collection in connection with
"lawful physical security investigations" or "clear threats"
to Agency facilities. The Agency engages in a limited,
although potentially important, amount of this collection,
such as "site suitability" inquiries.

c. Whether, and to what extent, .authority should
be granted to collect nonpublic information that
concerns U.S. persons without their consent as part of
an investigation into actual or suspected breaches of
security (Recommendation: Option E -Provide limited
authority of this nature to the intelligence entities,
but augment and emphasize the responsibility, duty and
authority of the FBI to conduct such investigations on
their behalf).

Choosing this option would conform to existing lines of
responsibility, but would clarify the role of the FBI in

this regard. Under E.O. 12036, the intelligence entities

are granted limited authority to collect information concerning
present or former employees, contractors and their employees,
and persons in contact with such persons. Serious or
continuing breaches of security are required to be reported
to the Attorney General with a recommendation for an FBI
investigation. As you know, however, all too often there is
no such investigation, or a half-hearted affair at best,
because of the tendency not to take seriously inquiries that
in most cases would not -lead to criminal prosecutlons. ‘The
recommended Option would attempt to alter the FBI's role and
strengthen this responsibility whether or not related to the
commission of a crime.

e~ _Approved For Release 2007/05/11 : CIA-RDP86-00101R000100020011-0
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5. Recommendation: It is recommended you advocate the
positions described above at the SCC meeting on these questions,

or authorize me .to advocate these positions if I attend the
meeting in your stead.

Anthony A. Lapham R

Attachments

-
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